The games of the young are as old as the sins of their fathers.

                        - William Durant

It’s Friday morning and my inbox is even more cluttered than usual. From the subject lines-- “FBI,” “call,” and “hack” in some combination or another—I quickly ascertain the gist of things:  last night, somebody hacked into a confidential conference call between the FBI and their counterparts at Scotland Yard concerning ongoing investigations (and pending arrests) into this pesky ‘organization’ known to all as Anonymous.   And then, apparently, leaked the tape of that conversation via that pesky conduit known as the World Wide Web.  God bless transparency, sure—I believe this from the bottom of my heart, it’s part of my DNA--but on a personal level, given the way my role in Anonymous activities has evolved over time, this surely will mean hours—days, maybe—of time lost to ______________.

I open one of the many emails sent to me by one of the scores of media contacts who regularly comes to me for information about Anonymous.




Gregg-

Can you tell me anything about the FBI conference call that Anonymous somehow got its hands on and put up on YouTube this morning?

It’s good news. That means it can wait. I go downstairs to the kitchen and grab a nice cold plastic bottle of Pepsi from the fridge, then head  back upstairs, to my desk. On the wall in front of me are three large flatscreen TVs which I use as monitors. This is not an unnecessary extravagance. One monitor displays my staggering volume of e-mail (on an ordinary day I probably field X hundred Anonymous-related emails a day) and a few other browser windows. Another is for a live feed of cable t.v. news, usually CNN. The third is given over to the various IRC channels in which the business of Anonymous is largely conducted.

These three monitors represent the current spheres
 of my involvement in/ relationship to Anonymous—including the profound irony that, at this stage, while I’m called upon to explain to the general populace what Anonymous is, and is not, and more specifically (like today, what exactly Anonymous may be up to, and why—in spite of all these things, I myself am not Anonymous.  And in large measure that’s because I’m no longer anonymous.  I used to be, but then I was outted and taken to court by a certain enemy institution. 
This made me less anonymous, and thus less Anonymous. 

Yet at one time, along with a few other individuals (who have since gone their separate ways), I did indeed run parts of Anonymous, and rather thoroughly at that; but that was years ago when what we had was something different than the larger, vastly more complex thing that has grown out of it.  Even back then, our control was only as good as our ability to predict what might be permitted of us by the very people we were trying to influence. 
No one is in control now, except by degrees and to extents, and even then the control is a juggling act, performed in the dark. Just trying to keep up after the fact is a juggling act in and of itself, as will be made abundantly clear to you.
But first, let’s come back to Friday, and my three monitors, particularly the one dominated by various IRCs. IRC stands for internet relay chat. It’s a relatively old means of text communication that remains popular with Anons for a variety of reasons, both historical and practical. A particular IRC server will include anywhere from one to hundreds of channels, each channel acting as an individual chat room. A few servers among the countless others in existence are dedicated entirely to Anonymous. Most of these will have several hundred people logged on at any given time, with those users divided, again, into dozens of different channels representing different operations. But a user may be in more than one channel at once, and more than one server. And any user may privately chat with any other user on the same server, or several of them at once.  Confusing?  You bet—but it’s a system that practically guarantees at least a degree of intrigue. 

On this morning, I am logged on to one particular Anonymous-associated server which is unusual insomuch as that it has only one channel, and that channel rarely includes more than fifty people at a time. It is also unusual because of who some of these people are, and what they are collectively capable of doing. 


One of these people, for instance, is a hacker known  as ___________ who allegedly led an attack on the servers of a certain government contractor t
hat had sought to bring down Anonymous; he would later go on to conduct countless operations against further targets, many affiliated with the U.S. military, intelligence, and law enforcement world. All of this has left him with a sizable personal following.


Another individual 
is best described as an Anonymous organizer; his Twitter feed is followed by more than 150,000 people. Yet another person “present,” so to speak, has over 500,000 Twitter followers. In both cases, a great number of these followers are other Anons, and many others are journalists.  These are  If one hopes to get an operation off the ground, or bring attention to some particular item of information, 
both of these people can accomplish that in a few seconds. 



Another—NAME?--is a member of a particular “cell” of Anonymous that specializes in obtaining personal information about police officers and government agents.  There’s a trio here today who help administrate a much larger IRC server network called Anonops
. Others present serve as researchers, analysts, propagandists, programmers, or some combination thereof. There are even people here who have endless contacts in D.C. and a network of informants that keep them abreast of what’s going on in Congress.  DC is full of what you might call double-agents—people who’ve  written speeches and op-eds for congressional candidates while espousing (and acting on) a very different set of principles anonymously.. 
This is just one of many nodes that together constitute the distributed network of activists known as Anonymous. 

I wish I could tell you that this one grouping of about fifty people operates with absolute military discipline and unity of purpose, their combined capabilities, resources, and connections deployed in perpetual lockstep.  Or that the same could be said of every other de facto grouping of Anonymous activists, large or small.. Imagine an individual who has lived fifty lives in fifty different places, who draws expertise from fifty different industries, who has access to the friends and acquaintances and colleagues of fifty different people, who can engage in fifty different pursuits at one time in such a way as to bring all of these resources to bear against a single target, and in perfect concert.  

This, alas, bears only a passing resemblance to the realities of Anonymous.    The expertise, the connections, the diversity—all that’s exactly right.  Unity of purpose, though?   Let’s get real. 



By way of example:  on this particular IRC on this particular moment, Fight Participant (FP) #1 is a prominent information activist who, at the time I come in, is explaining to FP #2 that if he himself really intended to rat out FP #2 to the police, he could have done so by now. FP #2, who has presumably just finished asserting something to the effect that FP #1 is a potential rat, then criticizes FP #3 for having associated with “cop-lovers” such as FP #1, and also for having given a quote to Wired that reflected poorly on Wikileaks.  
Charges and countercharges accumulate—serious stuff, articulated often in the language of middle-schoolers, which concludes (more or less) with FP #4, a skilled hacker who is allied with FP #2,  calling FP #1 a “straight up pussy” who has performed a metaphorical act of fellatio on a certain European newspaper…

And I'm not above participating in this myself—just a week ago, I was in a big fight with FP #2 and FP #4.  If I’m honest, there are as many FPs as there are on the IRC at any given time, whose list of grievances fill thousands of pages of chat-room logs, if one could be bothered printing them out.  It's all a rich tapestry, you see; and sometimes it’s a wonder that anything ever gets done.  
And yet:  shit does get done.  The thing about these kinds of fights is that they burn themselves out.  And once this one has run its course, I can at last get the attention of the channel as a whole.

"Hey, who stole the FBI conference call, and what's up with that, anyway?"

A question like this, posed in an Anonymous channel, will receive two kinds of answers. One is made in-channel and will consist of speculation, jokes, and ____________. The other kind comes via a private message to the questioner.  And these tend to be exceedingly accurate, in part because they know that, as the person the media turns to for the full scoop on all things Anonymous, I have to get the complete low-down.

So the in-channel banter reveals the FBI recording is of a conference call between bureau agents and their counterparts at Scotland Yard concerning their joint investigation into Anonymous, with some talk about previous and upcoming arrests, and culminating in a gay phone sex orgy in which orgasms are successfully achieved by all participants.  Off-line, I'm told that the issue of the FBI recording should be downplayed today, as something else of far greater importance is about to surface. 
Fine by me.  In the meantime, I now have to actually listen to the FBI recording, which (after all) I’ve just learned of two minutes previously,  CNN has already requested my presence ’on The Situation Room later today; If I’m going to be able to speak more cogently to the press than, say, David Gergen, I’ll actually have to listen to it.

I hit play and have to wade through a series of in-jokes that presumably stem from earlier communications - there is something about cheese which they all deem to be very funny - before the leading agents on each side finally get down to the business of trans-Atlantic cooperation on the “Anonymous problem.”

“... reached back out to our Washington field office...”

“... that’s an interesting one, there...”

“... got Ryan Cleary and Jake Davis in court on the 27th...”

“... try to build some time in to allow for some operational matters on your end...”

“... set back the further arrests of Kayla and Tflow...”

“... without the defense knowing...”

“... partly by our guys and partly by the USAF team...”

“... we’ve cocked things up in the past, we know that...”

“... where they hacked the Manchester Credit Union...”

“... he was of interest to one of the guys in New York...”

What’s funny is that much of this supposedly-confidential information will be “of interest” to various defense lawyers on both sides of the Atlantic, as well as to certain Anonymous participants of the sort who spend their time investigating the investigators. That a certain trial is being pushed back for a particular reason “without the defense knowing” is particularly helpful. Certain individuals on our side will need to be told about the involvement of a “USAF team,” a discovery which would seem to confirm certain suspicions about another issue entirely. 
 

Meanwhile, back in the IRC channel, The conversation is turning to Greece, where Athens burns and where Anonymous participants from around the world have been hitting two dozen government websites via DDS
, successfully holding them down in protest of the austerity measures. Similar attacks were made against Polish government websites a week before, in protest against a copyright measure, ACTA*
 was being considered for implementation; the next day, a number Polish parliamentarians had donned the Guy Fawkes masks popularized by Anonymous.  The government itself, aligning itself with an anarchical force like Anonymous?  I can’t tell you how exciting this is.

Someone comes in to the channel and drops a link to the Boston Police Department website. I click on it, and see that the website has been taken over, its front page now adorned with a long message from the Anonymous sub-campaign 
Antisec along with a YouTube embed of the track “Sound of Da Police” by KRS 1. So I listen to “Sound of Da Police” for a bit and sip my Pepsi. I have to turn it down when someone from the Boston Herald calls to ask why the Boston Police Department website is now playing ‘90s hip hop. I explain as best I can, reminding him that this DDS [right?] is in retaliation for an earlier Boston Police raid on Occupy Boston.  Occupy Boston was the last main outpost of the Occupy Wall Street movement—launched with the help of Anonymous in the fall of 2011 in New York, the very weekend I my coauthor and I came to the city to meet with publishers about this book.  For a variety of factors—but mostly the exigencies of weather, in my opinion—civic enforcers from New York to _____ to ______ to San Francisco had managed, at long last, to shut down the protests.   I’d been one of the principal organizers of Occupy Boston; and on ______________________________.  

branch demonstrations to a close

This wasn’t the first action by Anonymous against Boston law enforcement.  A month or two previously, the names, phone numbers, and addresses of Boston policemen who ____________
had been released publically.  The Suffolk County District Attorney had retaliated to that by asking Twitter to provide his department with the identities behind several Twitter accounts that had disseminated the offending info. The DA also requested that Twitter refrain from informing the individuals involved, but Twitter did anyway, sending them helpful e-mails to the effect that they had seven days to inform the company of their intention to file a motion to squash, in which case Twitter would decline the DA’s request altogether. The Anons in question got in touch with an associate of mine who sent them along to a California lawyer named Jay Leiderman, who in turn arranged for the Massachusetts ACLU to get that motion squashed, baby. Thus it was that the DA got nothing.

I take a few more calls from reporters and then turn my attention back to the IRC. They’re talking about an Anonymous campaign against the Syrian government, which is heating up in coordination with the local unrest
. But then I get another private message notifying me that I should take a look at a certain message board used by Massachusetts police officers. Turns out some cops are unhappy about the Boston PD hack; the site administrator writes, “I wish these guys would get caught, and someone would show them some old-fashioned justice.” A state cop adds, “I love [sic] to be on the entry team that removes these assclowns from their mommy's basement.” Another fellow daydreams aloud about “extraordinary rendition.”

Well, cops can be temperamental. Someone suggests that we use these and other quotes for a PR offensive, but I decline; there’s enough going on already, and we need to stay on point for whatever else is coming out today. 

“Why not? These are quality quotes,” the individual writes to me.

“I know,” I reply. “Maybe I’ll use them later, for something else.”


The CNN producer buzzes me on Skype; The Situation Room is about ready for me. Speaking into my webcam, I answer the questions as best I can while also making sure not to say anything that would sound bad in print or taken out of context. It’s amazing how much worse things can sound in print than they do when said first on television.

Then, a certain hacker announces activity involving the law firm Puckett & Faraj,  which earlier in the month had secured a mere pay cut for the Marine who’d eventually admitted to leading his unit in a massacre of 24 men, women, and children in Haditha.  This website, too, has been taken over and replaced, in this case with a screed against the circumstances surrounding the massacre and the punishment. “Meanwhile, Bradley Manning” – the army private alleged to have leaked hundreds of thousands of top-secret cables (etc), information eventually brought into the public eye by Julian Assange of Wikileaks—“who was brave enough to risk his life and freedom to expose the truth about government corruption, is threatened with life imprisonment,” the message read. “When justice cannot be found within the confines of their crooked court systems, we must seek revenge on the streets and on the internet.”

It was Sabu and an associate of his, 
both of whom were in the channel as well. Even if they hadn’t been there to confirm, it would have been clear from the rest of the message, especially the part pointing out that several years worth of e-mails to and from the firm had been seized in the hack and would be available for download shortly.

I remember the first time Sabu did this, almost exactly a year beforehand. A few minutes after it had happened, 
I tipped off a reporter with one of the major newspapers that 70,000 e-mails had been taken from an intelligence contracting firm that did business with the FBI and various military and intelligence branches of the federal government.  The reporter apparently didn’t find this sufficiently newsworthy—a mistake he would rue when, the very next day, it blew up into a massive story spawning hundreds of newspaper and magazine articles, dozens of television and radio segments, and at least two documentaries.

 This
 time, no reporter is going to risk making that same mistake; and so I’m on the phone about Puckett & Faraj for much of the next hour.


Between calls, I pick up more snippets from the IRC channel and private messages. The Puckett & Faraj e-mails amount to 3 gigabytes—a massive chunk of data—which means there are quite a few of them even if some of the space is taken up by larger PDF files, pictures, whatever else. Someone points out that Sabu and his partner had already gone through a couple e-mails and found some damaging samples. It’s noted that the firm specializes in defending military men and both partners are ex-Marines themselves. 


The link to the e-mails appears in the channel - and shortly afterwards, on several other channels at the Anonops server, where hundreds of Anons will see them. The downloading begins, while a couple people at our channel begin forwarding the link to certain journalists known to be particularly competent.  [why not name a few of the organizations who’ve been smart about Anonymous, taken it seriously?  Don’t name reporters, and don’t DISS the dumb-asses…

Reports start coming in from in-channel Anons within a few minutes. One has just located an e-mail thread featuring someone named Don Greenlaw writing to one of the firm’s principals about a recent incident in which some Marines had been caught urinating on dead Afghan combatants. 

Since we all know that 'pigs/pork' are something they detest and a major insult and offensive to them. Do whatever you think is necessary. Put pig's grease on your bullets, dump pig's grease on the dead, chop 'em up and feed them to the local dogs. But don't put it on the internet.

Greenlaw, it  turns out, is a retired Marine captain. I continue reading the thread. Another fellow named James Spoo chimes in a while later.  At first it seems like he’s taking issue with Greenlaw’s comments.  Then he reveals his truer essence:

I don't have a problem with someone pissing on the enemy.

It gets better:

I just don't think it's smart (in this day and age) to take a photo of your actions and put it on the internet. If you HAVE to piss on them. Do what you have to do, spread the word around town (tell everybody what you did), become a 'folk hero', but don't share it with the WORLD in a photo or on the internet.

Mr. Spoo belabors the point for another paragraph or two and then brings it on home:

It's like the Abu Ghraib Prison incident. Pose for photos with the prisoners, have some fun, and do what you need to do, BUT don't put it on the internet. No/no one would have ever heard of that 'session' if they kept it off of the internet.

Someone volunteers to go ahead and start putting all of the deranged and indicative comments in a single online file for easy distribution. Someone else reports that James Spoo is in fact a USAF captain - a fellow whose name has come up before, that time in leaked cables concerning the State Department, to which he’s somehow attached, 
and TEMPEST, a program of countermeasures against the leaking of data. 
Someone else posts another discovery from another thread:

If we had a CinC [WHAT? Insert expl in brackets] in the WH with a pair of balls instead of a dipshit, Muslim/Marxist from Kenya we would have turned our troops loose early on to shot, bayonet, behead, bomb, blast with artillery, as many of the SOBs as they could... 

… and it goes on like that. Everyone in the channel giggles over the hilarious “Muslim/Marxist from Kenya” thing until another argument breaks out, this time over the ethics of hacking a defense firm. It’s been pointed out by now that the leak, unaccompanied by any redaction, could have untold repercussions on who knows how many cases; at least one news outlet is already loudly announcing that the name of a sexual assault victim may be found in the e-mails if one looks for it. Someone else points out in turn that the outlet in question is exactly the sort that would start looking for the names of sexual assault victims rather than the truth about a massacre that lead to the shooting of children who were hiding in cabinets. 



The debate's cut short, as many are, by an announcement in the channel: police were about to move on Occupy Austin in an effort to get it shut down. I relay the message to an associate with connections in Austin; he calls a friend at a local news affiliate, who tells him he's already sent out a crew to capture the proceedings. I answer a few more e-mails from reporters and get myself another Pepsi. 
The girlfriend 
arrives back home and I fill her in on the day's rampages, notify her that I may be in for a busy weekend. 

By the time I wake up on Saturday, 
another surprise is out. Sabu & Co. never left Puckett & Faraj's servers, even after their presence had been discovered, and no one had thought to check to see if they might still be inside. As such, all of the e-mails sent by everyone on the network right after the hack had been intercepted as well. This hadn't been done before; not only would it be interesting, the contents would potentially be actionable.


The narrative starts the previous morning, when Neal Puckett has presumably just learned via an inquiring reporter that his law firm has been dealt some unknown blow by a mysterious band of computer monsters. He writes a note to the guy who does his security secrity, a fellow named Micah who's associated with the security firm Chief Ingredient:

Micah,

News agencies are reporting that our website was hacked and that the hackers claim our emails and sensitive personal information was taken. Is that possible?

Micah writes back:

Hi Neal,

This was done by someone who clearly knows what they are doing.  Anonymous is one of the largest, if not THE largest group of hackers in the world at this time. They've taken down Sony, DoD and many others in recent months... If this truly is anon, it may not be limited to just your site or just this one attack... Anonymous is a little out of my league.  Since you are being targeted, I would suggest hiring a specialist for this type of matter.  I'd be more than happy to help you select one, but it seems that someone dedicated to ensuring the security on an ongoing basis and can have 100% control over the server and site may be the direction needed at this point.

Ironically—given the taped conversations about to be released-- Micah goes on to suggest that Neal call the FBI. 

Neal forwards Micah's explanation to his partner, Haytham Faraj, who asks, "Why the fuck does Chief Ingredient 
not know about this before we have to tell them." 

Micah writes back again to note that there may be some bad news; it looks like the hackers might have gotten access to the firm's e-mail. By this time, the latest round of news reports had already confirmed this.

Neal breaks the news to his family members:


Because we did so well on the case, a group of reckless international hackers stole all of our law firm emails to publish on the internet today. Not sure how this will affect the business of the firm going forward, but for now, we're not able to do any business.

Marcy, another firm employee, alerts her mother:

This may completely destroy the Law Firm.

And then, there's this, from Neal to some fellow named "Al."

Al,

All of the firm's emails were stolen today by "Anonymous" the international hackers.  All because we won the Wuterich case. Beware. May want to change your passwords to your email accounts.  Any emails between you and me may have been captured and could be released onto a website.

This round of e-mails—remember, Sabu and ___________ have stayed imbedded, as it were, so are collecting these reactions in real time— is thrown up via pastebin.com, a popular web utility among Anons. The press digs right into it, with most articles centering on the "This may completely destroy the Law Firm" line. The same file is posted to reddit, a website on which various submissions from around the web are voted up or down by some limitless number of users. The demographic has historically been overrepresented by scholarly types, scientists, bookworms, and the internet's vast population of unemployable know-it-alls, which makes it the most powerful crowd-sourcing engine in existence; it remains so even despite a decline in the average erudition of the usership, a downward spiral that almost inevitably ensues as a site grows increasingly popular, and thus increasingly accessible. 
Also, posting something on reddit is a great way to get people like Andrew Sullivan to post it a week later.

The day's business proceeds. The discussions on the IRC channel are split between further analysis of the Puckett & Faraj e-mails and Syria; a couple of Anonymous operatives who are native to the country have provided some new videos of government forces committing atrocities. These are sent off to the relevant news agencies and otherwise disseminated through Twitter and Facebook. But then someone present in the channel who also helps run another one on another server, the one from which the bulk of Anonymous' Syria work is organized, announces that Bashar al-Assad's office has been hacked.  Bashar al-Assad, as in the despotic president of Syria, under whose rule more than 7,000 civilians and protesters have been killed in the six months since the uprising. 

I log in to the channel in question. The hacker responsible 
is doing a bit of bragging, which I don't begrudge him; he claims he deleted every file on 12 computers in addition to taking the available e-mails. Those are already starting to circulate, on pastebin as usual, and are taken from the e-mail account of Assad regime's PR woman, Bouthaina Shaaban. Ms. Shaaban turns out to lack a certain saving subtlety. In one of the e-mails posted, someone at the U.S. television network ABC contacts here with the following question:

As I’m sure you’ve seen, there are some comments attributed to you in the Kuwait Times today that I wanted to ask you about. Is this true? Could you expand a little on what it is you have?

Shaaban the Diplomat responds in pitch-perfect dictatorese:

I regret the unprofessionality and irresopnsibility of some mass media in Gulf region. It is obvious that such news has no relevence to reality and can not be said either by me or by any other Syrian officials. Needless to say that no other mass media has paid attention to such false statements that might pup up every now and then.

The quote, as it turns out, was Shaaban addressing a delegation to Assad, which she allegedly told that the regime possessed “sex tapes” of several “Gulf leaders” that had been putting pressure on the regime in the wake of its response to the unrest, adding that those tapes would be released on “internet websites” if things, like, came to that. 

I skip the other e-mails, which are already being analyzed by people with a better idea of what to look for than I; aside from the Syrian Anons, the channel is filled with others from around the world who have specialized in Middle Eastern affairs since at least the previous January, when Anonymous intervened in the Tunisian revolt which would thereafter spread across the region. As for how many of them have been involved in such things beforehand, it's hard to say; to the extent that they become known, Anonymous participants of the especially active sort tend to have colorful, wonkish backgrounds. But there's another sort - people like me - who had nothing but disdain for activism until Anonymous introduced them to it.


Another announcement, made via Twitter, announces the death of a certain Anonymous operative who has just been shot to death by government forces while taping near Tahrir Square. He was the third Anon of whom I'm aware that has died in Egypt thus far. Two of them were Egyptians; another had travelled to the country shortly after the revolt and was killed under similar circumstances, in an attempt to record and document the evil that is inflicted upon other men.

***

Saturday afternoon. A small group of Anons called Cabin Crew have released dozens of e-mail address and passwords for a ridiculously large number of police officers and sheriff’s departments in West Virginia. Sometimes this sort of thing simply forces a whole lot of lawmen to change their passwords; on other occasions - and depending largely on the sort of network in which the e-mail accounts sit - someone or another will manage to get into the actual e-mail accounts, thereby whipping up a nice batch of scandal fodder as the results go to the local press. Something of the sort had happened to Texas cops a month previously, bringing revelations of the sort you can probably imagine
.

By the time all of this is sent along to the requisite news outlets, someone on reddit notices that the “Al” to whom Neal Puckett sent a warning about their shared e-mail correspondence is actually Congressman Allen West.

We search the law firm’s e-mails for “Allen West,” as well as two private e-mail addresses that are tied to him, and we discover that the Florida representative and Iraq vet assisted Puckett & Faraj in a secret effort to get the military trial shot down altogether:

General Dunford, 

greetings Sir and wanted to introduce you to LtCol Neal Puckett (USMC, Ret). Neal was my defense counsel for my case in Iraq back in 2003. He has worked many high profile military cases including the current one with Marine SSgt Wuterich. In the strictest of confidence Neal has asked me to connect the two of you. He wishes to have a meeting with you on this case, he resides in Alexandria. I will step aside so as to not have any potential of influence from my "position".

General Dunford is the second in command of the United States Marine Corp, who agrees to secretly meet with the defense attorney of a Marine being prosecuted for ordering a slaughter of civilians at such time as the case as ongoing, and doing so at the behest of a newly-elected congressman who also acts in secret. Not long thereafter, an associate of the firm named Mark Zaid brings the following good news:

Guys, I spoke privately yesterday with Congressman Duncan Hunter about Wuterich's situation. He is willing to help see about making this whole case go away. He wants me to talk with one of his staffers and I am waiting to hear back from the guy (another Marine).  I also met with ColG.I. Wilson USMC (ret) who I know through a client. You may know him. He knows Brahams and about the case. He is also willing to do what he can, including talking with the current Marine Commandant who he knows, about dropping the case

Hunter is a former congressman and 2008 GOP presidential primary candidate. 

By the next day, all of this is sent to the press. People are giddy; 
between this and a few other nuggets in the same vein, the material is beautiful, relevant stuff, certainly more than enough to get the public thinking again about the role of power in the rule of law, and at the very least worthy of prompting some legwork on the part of the press now that the analysis and key points were already out and about and free for the taking.

But nothing really appears in the press about any of it. The Marine captains cheering Abu Ghraib and calling for the desecration of the Islamic enemy with pork; the secret collusion of two congressmen and a high-ranking Marine official with a law firm on one side of a serious criminal proceeding, the other e-mails that were found in which are described various instances of witness intimidation by officers against privates in the context of still other cases; long and mysterious screeds from Puckett and his partner to a Marine official in which it is claimed that the trial must not go forward lest certain things get out - none of it made the press. The reporters had been happy to report on and even repeat the stolen e-mails that provided an entertaining glimpse of a law firm being devastated by futuristic cyber whatevers. The story that Anonymous had disrupted yet another powerful institution was again in the consciousness; the information that was the objective of the operation was largely ignored. The press had gotten their story.

This happens sometimes. And it’s a fine thing, because it reminds some of us why it is that we decided to live like this in the first place.

�I know we want intimate, but this is a little too prosaic--Get right to what the inbox clutter is about, which gets us to drama faster.


�[MAYBE SOMETHING LIKE THIS:]  


�Need to add at least a sentence of so here naming COS and the fact that GH had led an “op” against them.  





THROUGHOUT, this veiled “a certain enemy institution,” “a certain contractor,” etc, feels coy and insider-y.  They HAVE to be named.


�Way too abstract.  Let’s cut.


�Insomuch and etc feels abstract.  Point is, THIS is a hot-shot exclusive dudes server, right?  How to say that swiftly…


�You have to NAME them.    If naming them puts them at risk, then add “allegedly.”  


�Personal following’s beside the point, no?   He’s influential, he’s effective, and the Feds are probably very much on his trail.  Can you say that?  


�I assume this is you?  


�Too abstract


�This entire graf—move down? 


�Say this in terms of Gregg:  these are guys I’m regularly in contact with as part of the way we get the word out about ongoing ‘topics of interest’


�Give a seven-word sketch of how Anonops is different…


�It’s too early in the book to be ironic here—we don’t yet have a feel for his tone.


�Way too vague. My edit OK?  If you can’t distill this down or simplfy then you need to cut it. 


�Now you need  to insert five words about Wikileaks


�Barrett—I want you to do a word-search for “certain”—as in “a certain trial,” “certain individuals,” etc.  FORCE yourself to be more specific, every time you come across this word.  


�The NEXT time you refer to DDS, you give the full definition plus five words of explanation


�Can’t just name/acronym-drop like this, OK?  If necessary, consider using footnotes.  But I’m going to insist on an arbitrary prohibition:  NO EXPLANATIONS LONGER THAN FIVE WORDS. 


�HUH?  Cut this or elaborate—but here, in this opening chapter, the answer is:  CUT. 


�“sub-campaign”?   


�In a few words, name the weekend that OB was finally shut down, and what BPD had done to accomplish it. 


�Remind us of what specifically had prompted this.  


�Five word explanation


�CUT


�It was S and an associate WHO DID WHAT?  They wrote to Gregg? They did the DDS?   Clarify. 


�Before you jump ahead to ‘after it happened,’ you first have to describe what he did!! Presumably it was a different op, a different target?  This is an opp’y to describe Sabu as a character, BEFORE going into such detail about ops.





Remember:  CHARACTERS first.  OPS—in terms of precise and engaging and dramatic reporting how they went down—second.  Outcomes / analysis / Why Anonymous Matters comes in a distant third in terms of priority/


�DID THAT REPORTER APOLOGIZE?  COME CRAWLING BACK?  DID GREGG BLOW HIM OFF HENCEFORTH?  IS HE NOW ‘REFORMED’? 


�Now we’re back in PRESENT TIME, correct? 


�Signif?


�Too vague and in-the-know-ish.  Clarify succinctly.  


�You need to be more selective about the info you include.  


�“The girlfriend”?  C’mon, got to give us more than this.  Othewise, don’t bother.  How about add a detail or two about what they did that night—yes, Gregg checks  on the IRC a couple dozen times, but in the meantime, do they have dinner?  She has a daughter—some detail of domestic life, such as it is. 


�Does he have bowl of cheeios while at his station?  


�explain


�Who? 


�Literally family? 


�Say this MUCH more concisely. 


�Can he be named.


�And now I’m inclined to skip them too, these emails, these various threads that have become too numerous to hold in my head at once.   Up to here, and with my cuts and rewrites here, the ‘date-dump’ effect has been minimized.  But now you’re turning to what feels like the tag-ends of six other stories, and the thread is being lost, and you have to 





 Make hard choices about data to CUT, and 


 Make this, again, about Gregg.  The only personal detail offered, besides his own situation room (which is cool) , is Pepsi.  “Saturday afternoon” (you say below)—has Gregg gone to the bathroom?  Had to pick up his step-daughter from her Dad’s house?  





GREGG, help us with some sort of personal detail that MIGHT take place on a standard February weekend.


�No, we absolutely cannot imagine anything.  


�Fuck “people:”  Is GREGG giddy?  SAY SO.  Make this ending PERSONAL.  Have HIM talking about it.  “I tell my girlfriend that what I’m so excited about is “--- she rolls her eyes, doesn’t say anything about how much of our supposed weekend I spent outside the sphere of normal human contact, but then she gives me a kiss on the cheek…





NOT SURE WHAT, but you need to make these last couple of pages, which I assume are supposed to be a kind of victory lap, into a PERSONAL victory lap.  Fuck Puckett and Hunter and and and—we’ve got conspiracy aplenty here, already, OK?  So if Gregg is really disgusted at the prospect of Marines cheering at Abu Ghraib or the hypocrisy of Allen West (etc), SAY so. And then have him talk about something else in the house besides the Pepsi (a detail I LIKE, by the way—just give us a couple of OTHER details, and a sense that, at the end of this weekend, he’s as fucking exhausted trying to keep up w/ everytiing as we neophytes are from trying to read about stuff that’s outside our frame of reference. 





