United States District Court

NORTHERN DISTRICT OF TEXAS

In the Matter of the Search of ‘ SEARCH WARRANT
3662 Asbury Street, Dallas, Texas in the Northem District of CASE NUMBER: 5 ‘2 Mj- , io QH

Texas,-Dallas Division,

To: Federal Bureau of Investigation Special Agent Robert Smith , and any Authorized Officer of the United States

Affidavit having been made before e by Special Agent Robert Smith, Federal Bureau of Investigation, who ‘has
reason to believe that on the property or premises described as follows:

3662 Asbury Street, Dallas, Texas, more specifically described a tan brick and stone veneer,
two story duplex, and a rear entry garage. Of the two units in the duplex, 3662 is the

westernmost unit.

in the _ NORTHERN District of Texas _there is now concealed a certain person or property, namely
those certain items described in the List of Items to Be Seized.

I am satisfied that the Affidavit and any recorded testimony establish probable cause to believe that the person or
property so described is now concealed on the property or premises above-described and establish grounds for the

issuance of this warrant.

YOU ARE HEREBY COMMANDED to search on or before J’/ ¢ // >~

(not to exceed 10 days) the person or place named above for the person or property Spemﬁed serving this warra

and makmg the search (m the daytlme - 6:00 AM. to 10:00 P.M.) (atanyfim
< € : ~and if the person or property be found there to seize same, leaving copy of

this warrant and receipt for the person or property taken, and prepare a written inventory of the property seized and
promptly return this warrant to United States Magistrate Judge IRMA C. RAMIREZ as required by law.

March 6, 2012 ﬂ/{_/ - at Dallas, Texas
Date and Time Issued City and State

IRMA C. RAMIREZ, U.S. Magistrate Jud 5

Signature of Judicial
‘Name and Title of Judicial Officer



United States District Court

NORTHERN DISTRICT OF TEXAS

In the Matter of the Search of SEARCH WARRANT

Apartment #249, 3230 North Hall Street, Dallas, Texas CASE NUMBER:

located at Carlisle on the Katy Trail Apartments, in the
i 32 MT- [0F H

Northern District of Texas, Dallas Division.

To: Federal Bureau of Investigation Special Agent Robert Smith , and any Authorized Officer of the United States

Affidavit having been made before me by Special Agent Robert Smith, Federal Bureau of Investigation, who has
reason to believe that on the property or premises described as follows:

Apartment #249, 3230 North Hall Street, Dallas, Texas located at Carlisle on the Katy
Trail Apartments, in the Northern District of Texas, Dallas Division. The building is numbered
3230. The apartment is on the second floor, has the number 249 in gold on the front door, and
has green chairs on the balcony.

in the _ NORTHERN District of Texas there is now concealed a certain person or property, namely
those certain items described in the List of Items to Be Seized. ‘

I am satisfied that the Affidavit and any recorded testimony establish probable cause to believe that the person or
property so described is now concealed on the property or premises above-described and establish grounds for the

issuance of this warrant.

YOU ARE HEREBY COMMANDED to search on or before ___ L?/r / 2-
(not to exceed 10 days) the person or place named above for the person or prope/rty specified, serving this warran@

and making the search (in the daytime - 6:00 A.M. to 10:00 P.M.) (at=pny=time-—the~day-or-night~as-J-find

b and if the person or property be found there to seize same, leaving copy of

this warrant and receipt for the person or property taken, and prepare a written inventory of the property seized and
promptly return this warrant to United States Magistrate Judge IRMA C. RAMIREZ as required by law.

March 5, 2012 M //).ﬂ — at Dallas, Texas
& 7
Date and Time Issued City and State
IRMA C, RAMIREZ, U.S. Magistrate Judge W - § i
Signature of Judicial Officer )

Name and Title of Judicial Officer




LIST OF ITEMS TO BE SEIZED

The items to be seized consist of evidence, contraband, frl_lits, and

instrumentalities of criminal violations of 18 U.S.C. § 1512(k) (conspiracy to obstruct

justice, and the obstruction of justice, i.e. tampering with a victim, witness, or informant

(18 U.S.C. § 1512(b)(c) and (d)(2)); 18 U.S.C. § 1030(b) (conspiracy to access without

authorization protected computers, and fraud and related activity in connection with

computers (18 U.S.C.-§1030(a)(2), (a)(3), and (a)(5)); and 18 U.S.C. § 2 (aiding and

abetting), in whatever form, namely

1.

2

9.

10.

which compﬁter data can be recorded (hereinafter, COMPUTER) that is called for by this

Records relating to HBGary;

Records relating to Infragard,;

Records relating to Endgﬁme Systems;
Records relating to Anonymous
Records relating to LulzSec;

Records relating to IRC chats;
Records relating to Twitter;

Records relating to \xfild.echeloni,org;

Records relating to pastebin.com;

For any computer, computer hard drive, or other physical object upon

warrant, or that might contain things otherwise called for by this warrant:

a. evidence of who used, owned, or controlled the COMPUTER at the
time the things described in this warrant were created, edited, or deleted,

such as logs, registry entries, configuration files, saved usernames and




11.

passWords, documents, browsing history, user profiles, email, email
contacts, ‘chat,” instant messaging logs, photographs, and
correspondence;

b. evidence of software that would allow others to control thé
COM?UTER, such as vi_mses, Trojan horses, and other forms of mralicious

software, as well as evidence of the presence or absence of security

" software designed to detect malicious software;

c. evidence of the lack of such malicious software;
e. evidence of the attachment to the COMPUTER of other storage
devices or similar containers for electronic evidence;

f. evidence of counter-forensic programs (and associated data) that are

~designed to eliminate data from the COMPUTER,;

g. evidence of the times the COMPUTER was used;

h.  passwords, en‘crypti'on keys, and other access devices that may be
necessary to access the COMPUTER;

i documentation and manuals that may be necessary to access the
COMPUTER or to conduct a forensic examin'ation of the COMPUTER,;

j- contextual information necessary to understand the evidence described
in this attachment.

Records and things evidencing the use. of the COMPUTER to

communicate with others about any malware including but not limited to:

a. ‘routers, modems, and network equipment used to connect computers

to the Internet;



b. records of Internet Protocol addresses used;
c. records of Intefn.et activity, including firewall logs, caches, browser
history and c'oo‘kies, “bookmarked” or “favorite” web pages, search terms
that the usér entered into any Internet search engine, and recqrds of user-
typed web addresses,
12. As used above, the terms “records” and “information” include all of the
foregoing items of evidence in whatever form and by whatever means they méy have

been created or stored, including any form of computer or electronic storage (such as

hard disks or other media that can store data); any handmade form (such as writing,’

drawing, painting); any mechanical form (such as printing or typing); ‘and any
photographic form (such as microfilm, microfiche, prints, slides, negatives, videotapes,

motion pictures, or photocopies).



