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Hackers Uncover Massive Eavesdropping Op

By Keith Johnson
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Barrett Brown, the author of a disturbing expose that reveals how the federal government colludes with private industry to spy on Internet users, told AFP that this public-private partnership goes much deeper than originally thought.

Last June, a computer-savvy team of unconventional researchers - collectively known as Project PM - released a provocative report with the following details: "For at least two years, the U.S. has been conducting a secretive and immensely sophisticated campaign of mass surveillance and data mining against the Arab world, allowing the intelligence community to monitor the habits, conversations and activity of millions of individuals at once."

The project was originally referred to as Romas/COIN, but has since been replaced by a similar program known as Odyssey. So far, Northrop Grumman, America's second largest military conglomerate, has managed this open-ended, federally sponsored cyber-intelligence operation. However, information gleaned by Project PM reveals that this multimillion-dollar contract may now be up for grabs.

The discovery was made after the computer hacker group called Anonymous penetrated the computer data-bases of HBGary - a California-based security contractor for the Department of Defense - and leaked 70,000 of its emails onto the Internet.

An examination of this correspondence by Project PM's founder and spokesman Barrett brown uncovered a heated contest being waged between several other defense giants who were all competing to snatch the Odyssey project from Northrop.

According to Brown: "The top contender to win this federal contract and thus take over the program is a team of about a dozen companies brought together in large art by Aaron Barr - the same disgraced CEO who resigned from his own firm [HBGary Federal] earlier this year after he was discovered to have planned a full scale information war against political activists at the behest of corporate clients."

In the February issue of Financial Times, Barr boasted that he had infiltrated various hacking groups like Anonymous and Wikileaks using social media outlets such as facebook and Twitter.

The emails also revealed more dirty deals involving law firms hired by the U.S. Chamber of Commerce to solicit private security firms for a campaign of sabotage against progressive groups, journalists, labor unions and others who they deemed to be enemies or critics.

Based upon a further examination of the HBGary emails, Brown's team found clues and references to intelligence gather ing tools that helped to determine the nature of the Romas/COIN project. Among them are mobile phone software applications, gaming networks, social media outlets and several other venues whereby personal information could be collected and stored on its users. There was also discussion about bringing in a "gaming developer" - perhaps for the intention of creating their own Trojan horse computer programs - and even an expressed desire to establish a liaison with the children's movie company Pixar-Disney to be used for some undisclosed purpose.

The emails also revealed that partnerships had been established, or were in the process of being forged, with multimedia giants like Apple, Google and AT&T.

In an exclusive interview with AFP, Project PM's Brown discussed the latest finding his team has unearthed since releasing its report last June.

"The most interesting thing that warrants more research involves Pixar-Disney," said brown.

Hi continued: "Originally, Aaron Barr asked his team partner at Apple, Andy Kemp, to set him up with a contact at Pixar-Disney. Kemp never got back with him, so he went through his own contacts at the OSD [Office of the Secretary of Defense], who immediately put him in contact with a Dr. Eric Haseltine."

As it turns out, Haseltine is a technologist who began his career with Walt Disney Imagineering in 1992 and helped found the virtual Reality Studio. He was promoted to senior vice president in 1998 and was responsible for all technology projects before being promoted to executive vice president in 2000.

Haseltine left Disney in 2002 for a position with the National Security Agency. He was the first to serve as associate director for science and technology at the Office of the Director of National Intelligence, from 2005 to 2007.

According to a 2006 interview with US: "You can think of me as the CTO [chief Technology officer] of the intelligence community."

Haseltine now runs his own consulting firm, Haseltine Partners LLC/ According to an article in Psychology Today, "Eric now helps intelligence agencies and the Department of defense find and apply cutting edge technologies to problems such as counter terrorism and collaborative intelligence analysis."

Even though Haseltine has not been publicly connected to Disney since 2002, the very fact that an OSD contact would put him in communication with a contractor - for the purposes of establishing a relationship with a company that makes films for children - suggests that Haseltine still wields a significant amount of influence over that supposedly non-governmental entity.

Brown went on to say, "This shows to what extent the government will go to partner with private industry in advance of surveillance technology."

