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UNITED STATES DISTRICT COURT
MORTHERN DISTRICT QF CALIFORNIA

SAN IOSE DIVISION

UNITED STATES OF AMERICA,

Plaintiff,

CHRISTOPHER WAYNE COOFER,
aka “AnulroPhobic,"

JOSHUA JOHN COVELLI,
aka "Absolem, end, “Toxic,”
KEITH WILSON DOWNEY,
MERCEDES RENEE HAEFER,
aka "“No," and “MMMM,"™
DONALD HUSBAND,
aka "Ananon,”
VINCENT CHARLES KERSHAW,
aka "Trvette,” “Triv,"”
ETHAN MILES,
JAMES C. MURPHY,
DREW ALAN PHILLIPS,
aka “Drew(10,"
JEFFREY PUGLIS],
aka “Jeffer,” "Jefferp,” and “Ji,"

DANIEL SULLIVAN,

TRACY ANMN VALENZUELA,
CHRISTOPHER QUANG VO,

Defendants.

and “R_EHPCI,"
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YIOLATIONS: 18 U.5.C. §§1030(b),
(eW4IAYI)N]) — Conspiracy, ; 18 U.S.C, §§
1030(a)(5)(A), (GK")(A (I)U) (eXHBY) ~
Inlzntional Damapge to a Protected

Computer; 18 U.S.C. § 2 — Aiding &nd
Abetting.
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“Anthrophobic,"JOSHUA JOHN COVELLI, aka “Absolem, and, “Toxic,"

KEITH WILSON DOWNEY, MERCEDES RENEE HAEFER, aks “No,” and “mmmm,”
DONALD HUSBAND, uka “ Anenon," VINCENT CHARLES KERSHAW, aka “Trivette,”
“Triv,” and “Reaper,"ETHAN MILES, JAMES C. MURPHY, DREW ALAN PHILLIPS,
gka “Drew010," JEFFREY PUGLIS],aka “Jeffer,” “Jefferp,” and “Ji,” DANIEL SULLIVAN,

TRACY ANN VALENZUELA, CHRISTOPHER QUANG VO,

INDICTMENT

Co i: 1B U.S.C. §§ 1030(b), (c){4XA)I)(D) - Conspiracy;

g |
COUNTS 2 -ilc'!: 18 U.S.C. §§ 1030(a)(S)(A)(cHOH{AXDD, )4)EB)I) - Intentional
Damage to a Protected Computer.
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INDICTMENT
The Crend jury charges:

Introductory Allegations:
Atall times relevant to this Indictraent:

1, PayPal, Inc. {"'PayPal”) was an e-commerce business, wholly-owned by cBuy,
Inc., with headquarters and computer servers located in San Jose, California, that enabled
payments and money transfers to be made over the Intemet. These online money transfers served
as electronic aliematives 1o traditional paper puyment methods, such as checks and money orders.
PayPal required its custamers to abide by its terms of service, and conducted business in
interstate and foreign commerce. PayPal’s computers were used in and affecting interstate and
foreign commerce and cornmunication.

2. WikiLeaks was an international non-profit organization that published
submissions of otherwise unavailable documents from anonymous sources, The Wikileaks
website stated that WikiLeaks provided an innovative, secure, and anonymeous way for
independent sources to leak information. WikiLeaks' only revenue stream was through
donations, and it conducted its collection of donations through PayPal, among others, Julian
Assanpe was the founder, main spokesperson, and editor-in-chief for WikiLeaks.

3 Anonymous, also known as AnonOps (“Anonymous™), was an online collective of
individuals that was associated with collaborative hecking attacks motivated by politicsl and
social goals, often referred to as “hactivism,”

4, A Distributed Denial of Service (*DDoS™) was a hacking attack that anempted to
render a computer resource unavailabiz to ils intended users. One commeon DDoS atiack
attempted to saturate the target computer or network with external communications requests,
such that the target could not respond to legitimate traffic, or responded so slowly as 1o render the
target effectively unavailable,

5. A Law Orbit Jon Cannon ("LOIC™) was an open source computer prograrn that
was originally designed &s a network stress testing application, but which was also used as a tool
by DDoS attackers. Attackers used LOIC to send extremely large amounts of packets or

| requests over a network in an attempt to overwhelm a target, Attackers configured LOIC in two
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ways: Manus! mode or HIVE mode. In Manual mode, an individual attacker had to enter a
specific target, such as the IP address or the http address of the target. The HIVE mode enabled
an attacker 1o connect their LOIC to an Internet Relay Chat Server, which allowed a third party to
contro] at which specific target all HIVE-mode LOIC attackers would be aimed.
Anonymous DDoS Atracks on PayPal:

6. In late November 2010, Wikileaks released a large amount of classified United
Stales State Department cables on its website. Citing violations of the PayPal 1erms of service,
and in response to WikiLeaks' release of the classified cables, PayPal suspended WikiLeaks'
accounts such that Wikileaks could no longer receive donations via PayPal, Wikileaks™ website
declared that PayPal's action “tried to economically strangle Wikileaks.”

7. In refribution for PayPsl's termination of WikiLeaks® danation account,
Anonymous co-ordinated and executed DDo8 attacks against PayPal’s computer servers wsing

LOIC. Anonymous referred to these co-ordinated attacks on PayPal as “Operation Avenge

Assange.”
COUNT ONE: g 8 U.8.C. § 1030(b) - Conspiracy to Comumit Intentional Damage to a
rotected Computer)

8. The factual allegations contained in Paragraphs 1 through 7 are realleged
end incorporated herein by reference as if set forth in full.

9, On or about a date unknown but at least by December 6, 2010, and continuing to
on or shout December 10, 2010, in the Northern Distrct of California and elsewhere, the

defendants,

RISTOPHER WAYNE COOPE
aka “Anthrophobic,”
JOSHUA JOHN COVELL],
aka “Absolem, and, “Toxic,”
KEITH WILSOW DOWNEY,
MERCEDES RENEE HAEFER,
aka “No," and “MMMM,"

DONALD HUSBAND, -
aken “Aﬂmon,"
VINCENT CHARLES KERSHA W,
aka “Trivette,” “Triv," and “Reaper,”
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ETHAN MILES,
DREW ALAN PHILLIPS,
aka "Drew(10,"
JEFFREY PUGLIS],
aka “Jeffer,” “Jefferp," and “1i,"
DANIEL SULLIVAN,
TRACY ANM VALENZUELA,
CHRISTOPHER QUANG VO,

did knowingly conspire and agree with each other and other persons known and unknowan to the
Grand Jury to commit Intentional Damage to a Protected Computer, in vielation of 18 U.8.C. &6
1030(@)(S)(A), (e)(4)ANDMD, & (c)(4)BXD), that is 1o commit a DDoS atiack on PayPal's
protected computers. | -

All in violation of Title 18, United States Code, Sections 1030(h} & (e}(4)(A)(1)(D).

COUNT TWO: (18 U.S.C. §§ 1030(a)(5)(A), (e)(A)(AXIND), (e)(4)(BX() & (2) -
Intentional Damape 1o e Pratected Computer, Aiding and Abetting)

10.  The factual allegations contained in Paragraphs 1 through 7 are realleged
and incorporated herein by reference as if set forth in full.
On or about between December §, 2010 and December 10, 2010, in the Northern

District of Californis and elsewhere, the defendant,

knowingly caused the transmission of & program, information, code, and command, that is,
LOIC, and, as & resull of suck conduct, intentionaliy caused damape without authorization to
protected computers at PayPal, and caused loss to 1 or more persons during a |-year period from
the defendant’s course of conduct affecting protecied computers aggregating at feast $5,000 in
value.

All in violation of Title 18, United States Code, Sections 1030(a)(5)(A), (€)(4XA)(IKL),
(SHA}BY(D), & 2.
COUNTTHREE; (18 U.S.C. §§ 1030(a)(5)(A). ()X ANI)(1), ()(4)BI() & {2} -

Intentional Damage tc a Protected Caomputer, Alding and Abetting)

1. The factual allegations contained in Paragraphs 1 through 7 are realleged
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COUNTFIVE:  (18US.C. §§ 1030(a)(5)A), (HAYAYDD, @YE)BY) & (2) -
tentional Damage to a Protected Computer, Aiding and Abetting)
13.  The factual allegations contained in Paragraphs 1 through 7 are realleged

and incorporated herein by reference as if set forth in full.

On or abowt between Decamber 6, 2010 and December 10, 2010, in the Northern
District of California and elsewhers, the defendant,

KEITH WILSON DOWNEY,
knowingly cansed the transmission of a program, information, code, and command, that is,
LOIC, and, as a result of such conduct, intentionally caused damage without authorization 1o
protected computers at PayPal, and caused loss to | or more persons during a 1-year perind from
the defendant’s course of conduct affecting protected computers aggregating at least $5,000 in
value,
Allin violation of Title 18, United States Code, Sections 1030(a)(5)(A), (eXH(AXDD,

(©XBY), & 2.

s S O ORI 50

14.  The factual allegations contained in Paragraphs 1 through 7 are realleged

and incorporated herein by reference as if set forth in full.

On or about between December 6, 2010 and Decernber 10, 2010 | in the Morthern
District of California and elsewhere, the defendant,

MERCEDES RENEE HAEFER,
aka "No,” and “MMMM,”
knowingly caused the transmission of & program, information, code, and command, thet is,
LOIC, and, a3 a result of such conduct, intentionelly caused damage without authorization to
protected computers at PayPal, and caused loss to | or more persons during a 1-year period from
the defendant's course of conduct affecting protected computers aggregating at least $5,000 in
value,
All in violation of Title 18, .Unitcd States Code, Sections 1030(a)(5)(A), (€)(H{AXID),
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and incorporated herein by reference as if set forth in full.

On or about between December 6, 2010 and December 10, 2010, in the Northem
District of California and elscwhere, the defendant,

CHRISTOPHER WAYNE COOPER,
aka “Anthrophobic,”
knowingly caused the transmission of a program, information, code, and command, that is,
LOIC, and, as & result of such conduct, intentionelly caused damage without authorization to
protected computers at PayPal, and caused loss to | or more persons during a 1-year period from
the defendsnt’s course of conduct affecting protected comptiters aggregating et jeast $5,000 in
value,
All in violation of Title 18, United States Code, Sections 1030(2)(5}(A), (cX4)AXDT),
(eHAB)(), & 2.
CQUNT FOUR; 18 U.5.C. §§ 1030(5)(5)(A). (c)(4)(AYIND), (c)(d)(B}(:} & (2) ~
tentional Demage to a Protected Computer, Aiding and Abetting)
12.  The factual allegations contained in Paragrephs 1 through 7 are realleged

and incorpoarated herein by reference as if set forth in full,

On or abont batween December 6, 2010 and December 10, 2010, in the Northem
District of California and elsewhere, the defendant,

oo

knowingly caused the wansmission of a program, informetion, code, and command, that is,
LOIC, and, as a result of such conduct, intentionally caused damage without authorization to
protected computers at PayPal, and caused loss to | or more persons during a 1-year pericd from
the defendant’s course of conduct affecting protected computers aggregating at least $5,000 in

valuz,
All in violation of Tite 18, United States Code, Sections 1030{a)(5)(A), (c)}(4)(AXIXD),

{N4)B(E), & 2.
i
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protected computers 8t PayPal, and caused loss to | ar more persons during a 1-year period from
the defendant’s course of conduct affecting protected computers aggregating at least $5,000 in
value,

All in violation of Title 18, United States Code, Scctions 1030(a)(5)(A), (e}{(A)DD,
{c}{4)(B)(i), & 2.

COUNT THIRTEEN: 18 .,5.C. §§ 1030(3)(5)(A) (c)(d éA}(x)(I). (¢ (4 |)0) & (2) ~
tentional Damage to a Pro omputer, Aidt ng and Abetting)

21,  The factual allegations contained in Paragraphs 1 through 7 are realleged

end incorporated herein by reference as if set forth in full.
On or ebout between December 6, 2010 and December 10, 2010, in the Morthem
Diatrict of California and elsewhere, the defendant,
DANIEL SULLIVAN,

knowingly caused the transmission of & program, information, code, and command, that is,
LOIC, and, s & resuit of such conduct, intentionally caused damage without authorization to
protected computers at PayPal, and caused loss to 1 or more persons during & 1-year period from
the defendant’s course of conduct affecting protected compulers aggregating at least $5,000 in
value.

Al in violation of Title 18, United States Code, Sections 1030(a}(5)(A), {cX4)}{AYI)D),
{XH)(B), & 2.
COUNT FOURTEEN: %1 8 U.5.C. §§ 1030(a)(S)(A), ()@} AYDD), (©)(4)(B)i) & (2) ~

ntentionai Darnage to a Protected Computer, Aiding and Abetling)
22,  The fectunl allegetions contained in Parsgraphs [ through 7 are realleged

and incorporated herein by reference as if set forth in full.

On or about between December 6, 2010 and December 10, 2010, in the Northern
District of California and elsewhere, the defendant

TRACY ANN VALENZUELA,

knowingly caused the transmission of a program, informatien, code, and command, that is,
LOIC, and, a3 a result of such conduct, intentionally caused damage without suthorization to
protected computers at PayPal, and caused loss to | or more persons during a 1-year period from
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All in violation of Title 18, United States Code, Sections 1030(a)}(5XA), (c}{4)(AXDD),
EXABYX), & 2.
CONTIOES (856 (U DOM00 BT,

19.  The factusl allegations contained in Paragraphs 1 through 7 are realloged
and incorporated herein by reference us if set forth in full.
On or ebout between December 6, 2010 and December 10, 2010, in the Nmﬂwm. ,
District of California end elsewhere, the defendant,
DREW ALAN PHILLIPS,
aka “Drew(10,"

knowingly caused the transmission of a program, information, code, and command, that is,
LOIC, and, 23 e result of such conduct, intentionally caused damage without suthorization to
protected computers at PayPel, and caused losa to 1 or more persons during a |-year period from
the dafendant’s course 6{ conduct affe:cﬁng protected comaputers aggregating at [east $5,000 in
value,

All in violation of Title 18, United States Code, Sections 1030(a)}(S)A), (e} AXDHD,
{e))B)(), & 2.
CHNITYELS: 843G RO OROD QUP0% By

20.  The factual allegations contained in Paragraphs [ through 7 are realleged
and incorporated herein by reference as if set forth in full.
On or about between December 6, 2010 and December 10, 2010, in the Northern
District of California and elsewhere, the defendant,
nka “.TJ %ﬁﬁi:@gﬁ%ﬂa bt § g

knowingly caused the transmission of a program, information, code, and command, that is,

LOIC, and, as a result of such conduct, intentionally caused damage without authorization to
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the defendant's course of conduct affecting protected computers aggregating at least $5,000 in
value.

Allin violation of Title 18, United States Code, Sections 1030(a}(5)(A), (c)(E)AY)D),
{c)(AXB)(i), & 2.
COUNT FIFTEEN: (I fi U.S.C. %§ 1030(a){5)(A), (CH4YAND, {c)(A)(B)() & (2)~

entional Damage to a Protected Computer, Aiding and Abetting)
23.  The factua] allegations contained in Paragraphs | through 7 are realleged
and incorporated herein by reference as if set forth in full.
On or about between December 6, 2010 and Decernber 10, 2010, in the Northern
District of California and elsewhere, the defendant
CHRISTOPHER QUANG VO,

knowingly caused the transmission of a program, information, code, and command, that is,
LOIC, and, as a result of such conduct, intentionally caused damage without authorization to
protected computers at PayPal, and caused loss to 1 or more persons during a 1-year peried from
the defendant’s course of conduct affecting protected computers aggregating &t least $5,000 in
value.

All in violation of Title 18, United States Code, Sections 1030{a)(5)(A), (e)(4)(AY1)(D),
(H4XB)(), & 2.

DATEDI SoTnnIm T T

- I://

F*D?{ﬁpt’f&iw

{Approved as to form: ff’?. o
S LLA & CHE
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value,
All in violation of Title 18, United States Code, Sections 1030(a)(5)(A), (X4 AN,
(e)4XB)(D), & 2.
CODTNNE: (18 455,18 WU IR0 OHIBOS R,
17.  The factual allegations contained in Paragraphs 1 through 7 are realleged
and incorporated herein by reference as if set forth in full.
On or about betweezn December 6, 2010 ard December 10, 2010, in the Morthem
District of California and elsewhers, the defeadant,
ETHAN MILES,
knowingly caused the transmission of a program, information, code, and command, that is,
LOIC, and, as a result of such conduct, intentionally caused damage without authorization to
protected computers at PeyPal, and caused loss to | or more persons during & 1-year period fram
the defendant’s course of conduct affecting protested computers aggregating at [east 35,000 in
value,
All in violation of Title {8, United States Code, Sections 1030(8)(5)(A), (e)(4)AXEXD),
(OB, & 2.
OB IS SN0 DO
18.  The factual allegations contained in Paragraphs 1 through 7 are realieged
and incorporated herein by reference as if set forth in full.
On or about between December 6, 2010 and December 10, 2010, in the Northemn
District of California and elsswhere, the defendant,
JAMES C. MURPHY,
knowingly ceused the transmission of a program, information, code, and command, that is,
LOIC, and, as a result of such conduct, intentionally caused damage without authorization to
protected computers at PayPal, and caused loss to | or more persons during a 1-year perod from

the defendant’s course of conduct affecting protected computers aggregating at least $5,000 in
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(e NNB)D), & 2.
conTInm: (1036 RO OONOD GABOSE.
15,  The factual allegations contained in Paragrephs | through 7 are realleged

and incorporated herein by reference as if set forth in full.

On or about between December 6, 2010 and December 10, 2010, in the Northern
District of California and cisewhere, the ddmd@g

DONALD HUSBAND,
aka *Ananan,”

knowingly caused the trensmission of a progrem, information, code, and command, that i3,
LOIC, and, as a result of such conduct, intentionally caused damage without authorization to
protected computers at PayPal, and caused loss to 1 or more persons during a 1-year period from
the defendant's course of conduct affecting protected computers aggregating at least $3,000 in
value,

" All in violation of Title 18, United States Code, Sections 1030(a)(5)(A), (c)(4)AXDHD),

(eH4)BX(D), & 2.
CONTHGHT  [8USCH OOl OONOD QUO0LE.
16.  The factua! allegations contained in Paragraphs 1 through 7 are realleged

and incorporated herein by reference as if set forth in full.

On or about between December 6, 2010 and December 10, 2010 , in the Northern
District of California and elsewhere, the defendant,
knowingly caused the trenamission of a program, information, code, and command, thet is,
LOIC, and, as & result of such conduct, intentionally caused damage without authorization to
protected computers at PayPal, and caused loss to 1 or mors persons during a 1-year period from

the defendant’s course of conduct affecting protected computers aggregating &t least $5,000 in
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