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THE UNITED STATES OF AMERICA (b e
nuFrrHEﬂ'il mqu[cr HFGE?IFHT A

San Jose Division

Vs,
CHRISTOPHER WAYNE COOPER, ska
“Anthrophobxc,”JOSHUA JOHN COVELLL ska “Absolem, and, “Taxic,”

KEITH WILSON DOWNEY, MERCEDES RENEE HAEFER,aka *No,” and "mmmm,"
DONALD HUSBAND, zka ' Anznon,” VINCENT CHARLES K_ERSHAW oka "Tnvctle !
“Triv,” and “Reaper,"ETHAN MILES, JAMES C. MURPHY, DREW ALAN PHILLIPS,
gka “Drew010," JEFFREY PUGLISI, n.i(a “Jeffer,” “Jefferp,” and “Ji,” DANIEL SULLIVAN,

TRACY ANN VALENZUELA, CHRISTOPHER, QUANG VO,

INDICTMENT

CO 1: 1B US.C. §§ 1030(b), (e)4)XAYI)T) - Conspiracy;

5
COUNTS 2 -%:4: 18 U.5.C. §§ 1030(a)(SXAN e} AXD(), ()(4)BXD - Intentional
Damage o & Protected Computer.

A true bill.
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UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF CALIFORNLA

SAN JOSE DIVISION =
CR11 00471 ~F
UNITED STATES OF AMERICA, No. CR-

Plaintiff,

CHRISTOPI—’ER WA‘( NF COOFL
aka' ABUHUPhUbIC
JOSHUA JOHN COVELLL,
aka "Absolem, and, “"Toxic,”
KEITE WILSON DOWNEY,
MERCEDES RENEE HAEFER,
akﬂ IND," and I.I.MMMM‘H

— || DONALD HUSBAND,

aka "A.Elar!on,"
VINCENT CHARLES KERSHAW,
aka "Trivette," “Triv,” and “Reaper,”
ETHAN MILES,
TAMES C. MURPHY,
DREW ALAN PHILLIPS,
aka “Drew010,"
JEFFREY PUGLISI,
aka “Jeffer,” “Jefferp,” and “Ji,"
DANIEL SULLIVAN,
TRACY ANN VALENZUELA,
CHRISTOPHER QUANG VO,

Defendants.
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INDICTMENT

VIOLATIONS: 18 U.S.C.8§1030(b),
(eH AN - Censptracy

Inientional Damage to a Protected
Computer; 18 L1.8.C. § 2 - Aiding and
Abetting.

{SAN JOSE VENUE)

Filed Under Seal

j tr 1
r,u e :"é‘ :"’J,l'f(?
. “;?I

Pt

18 11.5.C, §§
HA0{)(SY(AD. (CHAN AN, (03(4)[3)(1) -




10
11
1z
13
14
i5
i6

17

15
20
21
22
23
24
25
26
27
28

INDICTMENT
The CGrand Jury charges:

Introductory Allegations:
At all times relevant to this Indictment:

1, PayPal, Inc. {"'PayPal") was an e~<commerce business, wholly-owned by £Bay,
Inc., with headquarters and computer servers located in San Jose, California, that ensbled
payments and money transfers to be made over the Intemet. These online money transfers served
as electronic altematives to traditional paper payment methods, such as checks and money orders,
PayPal required its custamers to abide by its terms of service, and conducted business in
interstate and foreign commerce. PayPal's computers were used in and affecting interstate and
foreign commerce and communication.

2. Wikil.eaks was an international non-profit organization that published
submigsions of otherwise unavailable documents from anonymous sources. The WikiLeaks
website stated that Wikil.ezks provided an innovative, secure, end anonymeous way for
independent sources to leak information. WikiLeaks' only revenue stream was through
donations, and it conducted its collection of donations through PayPal, among others, Julian
Assanpe was the founder, main spokespersan, end editor-in-chief for WikiLeaks.

3 Anonymous, also known as AnonCps (*Anonymous™), was an online collective of
individuale that was associaied with collaborative hacking attacks motivated by politica] and
social goals, often referred to as “hactivism.”

4, A Distributed Denial of Service ("DDoS™) was a hacking attack that attempted to
render a computer resource unavailable to its intended users. One common DDoS antack
attempted to saturate the target computer or network with external communications requests,
such that the target could not respond to Jepitimate traffic, or responded so slowly as to render the
target effectively unavailable.

5. A Low Orbit lon Cannon (“LOIC") was an open source computer prograrn that
was originally designed as a network stress testing application, but which was also used as a tool
by DDoS§ attackers. Attackers used LOIC to send extremely [arge amounts of packets or
requests over a network in an attemapt to overwhelm a target, Attackers configured LOIC in two
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ways: Manual mode or HIVE mode. In Manual tmode, an individua! attacker had to enter n
specific terget, such as the IP address or the http address of the target. The HIVE mode enabled
an attacker 1o connect their LOIC to an Intenet Relay Chat Server, which allowed a third party to
contro} at which specific target all HIVE-mode LOIC attackers would be aimed.
Anonymous DDoS Attacks on PayPel:

6. In late November 2010, WikiLeaks released a large amount of classified United
States State Department cables on its website. Citing violations of the PayPal terms of servics,
und in response to WikiLeaks' release of the classified cables, PayPal suspended WikiLaaks'
accounts such that Wikileaks could no longer receive donations via PayPal. WikiLeaks' website
declared that PayPal's action *“tried to economically stranple Wikileaks.”

[A In retribution for PayPal’s terminetion of WikiLeaks® donation account,
Anonymous co-ordinated and executed DDoS attacks against PayPal’s computer servers using
LOIC. Anonymous referred 16 these co-ordinated attacks on PayPal as “Operation Avenge

Assange.”

COUNT ONE: %l 8 U.S.C, § 1030(b)~ Conspiracy to Commit Intentional Damage to a

rotected Computer)

8. The factual allegations contained in Paragraphs 1 through 7 are realleged
and incorporated herein by reference as if set forth in full.

9, On or ebout & date unknown but at least by December 6, 2010, and continuing to
on or about December 10, 2010, in the Northern District of California and eisewhere, the

defendants,

?

YNE CODPE}
aka “Anthrophebic,”
JOSHUA JOHN COVELLI,
aka “Absolem, and, “Toxic,”
KEITH WILSON DOWNEY,
MERCEDES RENEE HAEFER,
aka “Ng," and "MMMM,"

DONALD HUSBAND, -
aka "Ananon,"
VINCENT CHARLES KERSHAW,
aka “Trivette,” “Triv," and “Reaper,”
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T

ETHAN MILES,
DREW ALAN PHILLIPS,
aka “Drew(i0,”
JEFFREY PUGLIS],
aka “Jeffer," “Jefferp,” and “Ji,"
DAMIEL SULLIVAN,
TRACY ANN VALENZUELA,
CHRISTOPHER QUANG VO,

did knowingly conspire and agree with each other and other persons known and unknown ta the
Grand Jury to commit Intentional Damage to a Protected Computer, in violation of 18 U.S.C. §§

1030@=)(5)(A), (}4)(ANMD), & (c)(4}B)I). that is to commit 2 DDoS attack on PayPal's

pratected computers,

All in violation of Title 18§, United States Code, Sections 1030(h) & (e)}(4)A)(D).

COUNT TWQ: (18 U.S.C. §§ 1030(@)(S}A), (e)d}AID), () 4)(BX(D) & (2)-

Intentional Damage 10 2 Protected Computer, Aiding and Abetting)

0. The factual allegations contsined in Paragraphs | through 7 are realleped
and incorporaled herein by reference s if el forth in full.
On or aboul benwveen December 6, 2010 and December 10, 2010, in the Northern

District of Califormnia and elsevhere, the defendant

knowingly caused the transmission of & program, information, code, and command, that is,
LOIC, and, as & result of such conduct, inlerdionally caused damage without authorization to
protected computers at PayPal, and caused loss 10 1 or more persons during a 1-year period from
the defendant’s eourse of conduct affecting protected computers agpregating at least $5,000 in
value,

Allin violation of Title 18, United States Code, Sections 1030(a)(5)(A), (€)(4)( AN,
(XAXBYD), & 2.
COUNMT THREE: (18 U.5.C. §§ 1030(a)(5)(A), (c)(d XA, (e)((BI) & (2) -

Intentional Damage to 2 Protected Computer, Aiding and Abetting)

1. The factual allegations contained in Paragraphs | through 7 ere reallcged
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and incorporated herein by reference as if set forth in full.
On or about between December 6, 2010 and December 10, 2010, in the Northem
District of California and elsewhere, the defendant,
CMTﬁﬁgﬂmgm l(.f‘lOOP.ER,

knowingly caused the transmission of 2 program, information, code, and command, that is,
LOIC, end, as & resuft of such conduct, intentionelly caused damage without suthorization to
protecied computers at PayPal, and caused loss to 1 or more persons during a 1-year period from
the defendant’s course of conduct affecting protected comptitm aggregating af least 55,000 in
value,

All in violation of Title 18, United States Code, Sections 1030(a)(5)(A), {cX4)(AXD),
(e)HBX), & 2.
CQUNT FQUR: 3 U.5.C. §§ 1030(a)}(SHA), ()(H(AWIND), (c)(4 )(B}(r) & (2) -~

tional Damage toa Prolcctcd Computer Aiding and Abetting)
12, The factual allegations contained in Paragraphs 1 through 7 are realleped
and incorporated herein by reference as if set forth in full,
On or about between December 6, 2010 and December 10, 2010, in the Northern
District of California and elsawhere, the defendant,
o or

knowingly ceused the transmission of & program, information, code, and command, thai is,
LOIC, and, s a result of such conduct, intentionally caused damage without suthorization to
protected computers at PayPal, and caused loss to | or more persons during a 1-year period from
the defendant's course of conduct affecting protected computers aggregating at least $5,000 in
value, )

All in violation of Title 18, United States Code, Sections 1030()(5)(A), (){)(A)MD),
(XNAHB(i), & 2.
i
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13.  The factual allegations contsined in Paragraphs 1 through 7 are realleged

and incorporated herein by reference as if set forth in full.

On or about between December 6, 2010 and December 10, 2010, in the Nocthern
District of California and elsewhere, the defendant,

KEITH WILSON DOWNEY,
knowingly caused the wansmission of a program, information, code, and command, that is,
LOIC, and, a5 a result of such conduct, 'mte.ntiunnily caused damage without authorizntion to
protected computers at PayPal, and caused loss to | or mare persons during a 1-year perind from
the defepdant’s course of conduct affecting protected computers aggregating at least £5,000 in
value.
All in violation of Title 18, United States Code, Sections 1030(a)(5)}A), (e} AXDD,

(eXAB)), & 2.
COUNT SIX: (18 U.S.C. §§ L030(a)(S)(A), (cHA)A)ET), (CHANBG) & (2) -

Intentional Damage to a Protected Computer, Aiding and Abetting)

14.  The factual allegations contained in Puragraphs 1 through 7 are realleged

and incorporated herein by reference as if set forth in full.

Oun or about between December 6, 2010 and Decembuer 10, 2010, in the Northemn
District of California and elsewhere, the defendant,

MERCEDES RENEE HAEFER,
aka “No," and “MMMM,"

knowingly caused the transmission of a program, information, code, and command, that is,
LOIC, and, &s a result of such conduct, intentionelly caused damage without authorization to
protected computers at PayPal, and caused loss to | or more persons during n [-year period fram
the defendant’s course of conduct affecting protected computers aggrepating at least $5,000 in
value,

All in violation of Title i8, United States Code, Sections 1030(a)(5)(A), (c)(4)(AMI)D),
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(HH(B), & 2.
COUNT SEVEN: gf U.S.C. §§ 1030(2)(3)(A), (C)(‘*J(a‘\)(l)ﬂl (03(4)03)(1‘1 & (2) =~
entional Damege to 8 Protected Computer, Aiding and Abetting)
15,  The factusl allegations contained in Paragraphs 1 through 7 are realleged

and incorporated herein by reference as if set forth in full.

On or about between December 6, 2010 and December 10, 2010, in the Northern
District of California and elsewhere, the defendant,

DONALD HUSBAND,
aka “Ananon,”
knowingly caused the trensmission of a program, information, code, and command, that is,
LOIC, and, as a result of such conduct, intentionally caused damage withcut suthorization to
protected computers at PayPal, and caused loss to 1 or more persons during & I-year period from
the defendant's course of conduct affecting protected computers aggregating at least £5,000 in
value,
" All in violation of Titlz 18, United States Code, Sections 1030(a)(5)(A), ()(4)(A)D(D),
(eXNBI), & 2.
CNIEGT  (USGHIKON N0 OBOSEL
16.  The factual allegations contained in Paragraphs | through 7 are mallegcd.

end incorporated herein by reference as if set forth in full.

On or about between December 6, 2010 snd December 10, 2010, in the Northem
District of California and elsewhere, the defendant,
knowingly caused the transmission of a program, information, code, and commend, that is,
LOIC, and, as a m.;u]t of such conduct, intentionally caused damage without authorization to
protected computers at PayPal, and caused loss to | or more persons during a 1-year period from

the defendunt’s course of conduct affecting protected computers aggregating at least $5,00¢ in

INDICTMENT 7
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value,
All in violation of Title 18, United States Code, Sectiong 1030(a)(5)(A), (cX4)(AXD(D),
(CY4XBI(D), & 2.
NI (845 5 RO OUAID OB SR
17.  The factusl allegations contained in Paragraphs 1 through 7 are realleged
and incorporated herein by reference as if set forth in full.
On or about hetween December 6, 2010 and December 10, 2010, in the Morthemn
District of California and elsewhere, the defendant,
ETHAN MILES,
knowingly caused the transmission of a program, information, code, and command, that is,
LOIC, and, as & result of such conduct, intentionsily caused damage without autharization to
protected computers at PayPsl, end caused loss to | or more persons during a 1-year period from
the defendant’s course of conduct affecting protected computers aggregating at least $5,000 in
value.
All in violation of Title 18, United States Cade, Sections 1030(a)(5)(A), (e)(4)(AXIXD),
(@((BIG). & 2.
COUNT TEN: ﬁfe Itl{lﬁn% %230(31(5)(*%), {£)(@ AN, (HA)(B) & (2) -
ge to a Protected Computer, Aiding and Abetting)
18.  The factual allegations contained in Paragraphs | through 7 are realleged
and incorporated herein by reference as if set forth in full,
On or about between December 6, 2010 and December 10, 2010, in the Northemn
District of California and elsewhere, the defendant,
JAMES C. MURPHY,
knowingly causted the wansmission of 2 program, information, code, and command, that is,
LOIGC, and, as a result of such conduct, intentionally caused damage without autherization to
protected computers at PayPal, and caused loss to 1 or more persons during a 1-yesr period ffom

the defendant’s course of conduct affecting protected compuiers aggregating at least $5,000 in
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[rL

~ o™

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24

25

26
27
28

value,

All in violation of Title 18, United States Code, Sections 1030(a)(5)(A), (eX(4)(AXDD,
{(HBXD, & 2.
O B Ry N, entionai Dmage (o a rotecid Computer Aiding A Abcling)

19.  The factual allegations contained in Paragraphs 1 through 7 are realleged
and incorporated herein by reference as if set forth in full.
On or ebout between December 6, 2010 end December 10, 2010, in the thcm' )
District of California end elsewhere, the defendant,
DREW ALAN PHILLIPS,
aka “Drew?10,”

knowingly caused the transmission of a program, information, code, and comenand, that i3,
i.OIC, and, as 2 result of such conduct, intentionally cansed damage without authorization to
protected computers at PayPal, and caused los to | or more persons during 8 }-year period from
the defendant’s course of conduct effecting protected computers sggregating at least §5,000 in
value,

All in violation of Title 18, United States Code, Sections 1030(a}(5)(A), (AT,
(DB, & 2. |
O T B 8 B s Pt Compute, A and Abeting)

20.  The factual allegations contained in Pargraphs | through 7 are realleged
and incorporated herein by reference as if set forth in full.
On or about between December 6, 2010 and December 10, 2010 , in the Northemn
District of California and elsewhere, the defendant,
aka f&?ﬁ“i&?ﬁ‘féd “Ji»

knowingly caused the transmission of a program, information, code, and command, that is,

LOIC, and, as a result of such conduct, intentionally caused damage without authorization to
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protected computers at PayPal, and caused [oss to | or more persons during a [-year peried from
the defendant’s course of conduct affecting protected computers aggregating at least $5,000 in
volus.

All in violation of Title 18, United States Code, Sections 1030(a)(5}A), ()€} A},
(LX) (BI(), & 2.

QUNT T M: 18 U.5.C. §§ 1030(2)(5){A), (C)((AXDD), (c)(4 & (2) —
. HIRTEE tentional %ﬁanmge(:g(a }E(‘rnjm(c% %o&(rx))u%‘(c gdx}r(lg)a(?d A(bc)tting)

21.  The factual allegations containe it Paragraphs 1 through 7 are realleged

and incorporated herein by reference as if set forth in full.
On or about between December 6, 2010 and December 10, 2010, in the Morthem
District of Californie and ¢lsewhers, the defendant,
DANIEL SULLIVAN,

knowingly ctused the trannsmission of a program, infarmation, code, and command, that is,
LOIC, and, 85 & result of such conduct, intenticnally caused damsge without authorization to
protected computers at PayPal, and caused oss to 1 or more persons during a 1-year period from
the defendant’s course of conduct afifecting protected computers aggregating at least $5,000 in
value,

All in violation of Title 18, United States Code, Sections 1030(a}(5)(A), (cX4)(A)()I),
(eX4)BY(P), & 2.
COUNT EQURTEEN: 51 8 U.5.C. %§ 1030(a)(3)(A), (UA)AND), ()(4)BY) & (2) -

nientiona! Darnage to n Protected Computer, Aiding and Abetting)
22.  The factusl allegations contained in Paragraphs I through 7 are realleged
and incorporated herein by reference as if set forth in full.
On or about betwesn December §, 2010 and December 10, 2010, in the Northern
District of Californiz and elsewhere, the defendant
TRACY ANN VALENZUELA,

knowingly caused the transmission of a program, infarmation, code, and command, that is,
LOIC, and, as a result of such conduct, intentionally caused damage without authonization to
protected computers at PayPal, and caused loss to ! or more persons during a I-year period from
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the defendant's course of canduct affecting protected computers aggregating at least 55,000 in
value.

All in viclation of Title 18, United States Code, Sections 1030(a)}(5)(A), (e}(#)(A)G)T),
(c)(4)B(i), & 2.
COUNT FIFTEEN; gt‘ﬁeU:S-C- § 1030(a)(S)(A), (}{A)(AXDD), {c)(H(BNI) & (2)~

ntional Damage to n Protected Computer, Aiding and Abetting)
23.  The factual allegations contained in Paragraphs 1 through 7 are realleged
and incorporated herein by reference a5 if set forth in full.
On or about between December 6, 2010 and December 10, 2010, in the Northern
District of California and elsewhere, the defendant
CHRISTOPHER QUANG VO,

knowingly caused the transmission of a program, information, code, and command, that is,
LOIC, and, as a result of such conduct, intentionally caused damage without authorization to
protected computers at PayPal, and caused loss to | or moere persons during a 1-year period from
the defendant's course of conduct affecting protected compulers aggregating al least £5,000 in
value.

All in violation of Title 18, United States Code, Sections 1630()(5)(A), (c)}(4)(A)(E)D,
(€}4)XB)(), & 2.

DATED: s worie oy

- l—//
FORE] “RSW *

(Approved as to form: f . /v*‘é‘Z.

LA & CHE
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