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DONALD HUSBAND, aka “Ananon,” VINCENT CHARLES KERSHAW, aka “Trivette,”
“Triv,” and “Reaper,”ETHAN MILES, JAMES C. MURPHY, DREW ALAN PHILLIPS,
aka “Drew010,” JEFFREY PUGLISI,aka “Jeffer,” “Jefferp,” and “Ji,” DANIEL SULLIVAN,

TRACY ANN VALENZUELA, CHRISTOPHER QUANG VO,
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8 UNITED STATES DISTRICT COURT
9 NORTHERN DISTRICT OF CALIFORNIA
10 SAN JOSE DIVISION

) CR11 00471

12 | UNITED STATES OF AMERICA, No. CR-

VIOLATIONS:18 U.S.C.§§1030(b),
(c)(4)(A)(EXT) — Conspiracy, ; 18 U.S.C. §§
1030(a}(5 (A), (c)(H)(AYDD), (cX4)B)1) -
Intentional Damage to a Protected
Computer; 18 U.S.C. § 2 — Aiding and
Abetting.
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aka “Towa,”
16 || CHRISTOPHER WAYNE COOPER,
aka “Anthrophobic,”
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aka “Absolem, and, “Toxic,”
T8 || KEITH WILSON DOWNEY,

— || MERCEDES RENEE HAEFER,
19 aka “No,” and “MMMM,”
DONALD HUSBAND,
20 aka “Ananon,”
VINCENT CHARLES KERSHAW,
21 aka “Trivette,” “Triv,” and “Reaper,”
ETHAN MILES,
22 || JAMES C. MURPHY,
DREW ALAN PHILLIPS,
23 aka “Drew010,”
JEFFREY PUGLISI,
24 aka “Jeffer,” “Jefferp,” and “Ji,”
DANIEL SULLIVAN,
25 || TRACY ANN VALENZUELA,
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INDICTMENT

The Grand Jury charges:
Introductory Allegations:
At all times relevant to this Indictrhent:
1. PayPal, Inc. (“PayPal”) was an e-commerce business, wholly-owned by eBay,
Inc., with headquarters and computer servers located in San Jose, California, that enabled

payments and money transfers to be made over the Internet. These online money transfers served

 as electronic alternatives to traditional paper payment methods, such as checks and money orders.

PayPal required its customers to abide by its terms of service, and conducted business in
interstate and foreign commerce. PayPal’s computers were used in and affecting interstate and
foreign commerce and communication.

2. Wikileaks was an international non-profit organization that published
submissions of otherwise unavailable documents from anonymous sources. The Wikil.eaks
website stated that WikiLeaks provided an innovative, secure, and anonymous way for
independent sources to leak information. WikiLeaks’ only revenue stream was through
donations, and it conducted its collection of donations through PayPal, among others. Julian
Assange was the founder, main spﬁkesperson, and editor-in-chief for WikiLeaks.

3. - Anonymous, also known as AnonOps (“Anonymous™), was an online collective of
individuals that was associated with collaborative hacking attacks motivated by political and
social goals, often referred to as “hactivism.”

4, A Distributed Denial of Service (“DDoS”) was a hacking attack that attempted to
render a computer resource unavailable to its intended users. One common DDoS attack
attempted to saturate the target computer or network with external communications requests,
such that the target could not respond to legitimate traffic, or responded so slowly as to render the
target effectively unavailable.

5. A Low Orbit Ion Cannon (“LOIC”) was an open source computer program that
was originally designed as a network stress testing application, but which was also used as a tool
by DDoS attackers. Attackers used LOIC to send extremely large amounts of packets or

requests over a network in an attempt to overwhelm a target. Attackers configured LOIC in two

INDICTMENT 2
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ways: Manual mode or HIVE mode. In Manual mode, an individual attacker had to enter a
specific target, such as the IP address or the http address of the target. The HIVE mode enabled
an attacker to connect their LOIC to an Internet Relay Chat Server, which allowed a third party to
control at which specific target all HTVE-mode LOIC attackers would be aimed.

Anonymous DDoS Attacks on PayPal:

6. In late November 2010, WikiLeaks released a large amount of classified United
States State Department cables on its website. Citing violations of the PayPal terms of service,
and in response to WikiLeaks’ release of the classified cables, PayPal suspended Wikil.eaks’®
accounts such that Wikileaks could no longer receive donations via PayPal. WikiLeaks’ website
declared that PayPal’s action “tried to economically strangle WikiLeaks.”

7. In retribution for PayPal’s termination of Wikil.eaks’ donation account,
Anonymous co-ordinated and executed DDoS$ attacks against PayPal’s computer servers using
LOIC. Anonymous referred to these co-ordinated attacks on PayPal as “Operation Avenge
Assange.” |

COUNT ONE: (18 U.S.C. § 1030(b) — Conspiracy to Commit Intentional Damage to a
Protected Computer) -

8. The factual allegations contained in Paragraphs 1 through 7 are realleged
and incorporated herein by reference as if set forth in full.

9. On or about a date unknown but at least by December 6, 2010, and continuing to
on or about December 10, 2010, in the Northern District of California and elsewhere, the

defendants,

DENNIS COLLINS,
aka “Towa,”
CHRISTOPHER WAYNE COOPER,
aka “Anthrophobic,”
JOSHUA JOHN COVELLIL,
aka “Absolem, and, “Toxic,”
KEITH WILSON DOWNEY,
MERCEDES RENEE HAEFER,
aka “No,” and “MMMM,,”
DONALD HUSBAND,
aka “Ananon,”
VINCENT CHARLES KERSHAW,
aka “Trivette,” “Triv,” and “Reaper,”

INDICTMENT 3
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ETHAN MILES,
DREW ALAN PHILLIPS,
aka “Drew(10,”
JEFFREY PUGLISI,
aka “Jeffer,” “Jefferp,” and “Ji,”
DANIEL SULLIVAN,
TRACY ANN VALENZUELA,
CHRISTOPHER QUANG VO,

did knowingly conspire and agree with each other and other persons known and unknown to the
Grand Jury to commit Intentional Damage to a Protected Computer, in violation of 18 U.S.C. §§
1030(a)(5)(A), (X4)(A)D)(), & (©)(4)B)(D), that is to commit a DDoS attack on PayPal’s
protected computers. |

All in violation of Title 18, United States Code, Sections 1030(b) & (c)(4)(A)E)D).

COUNT TWO: (18 U.S.C. §§ 1030(a)(5)(A), )(H(AEXD), () 4)(B)D) & (2) -
Intentional Damage to a Protected Computer, Aiding and Abetting)

10. The; factual allegations contained in Paragraphs 1 through 7 are realleged
and incorporated herein by reference as if set forth in full.
On or about between December 6, 2010 and December 10, 2010 , in the Northern
District of California and elsewhere, the defendant,
DENNIS COLLINS,
aka “Towa,”

knowingly caused the transmission of a program, information, code, and command, that is,
LOIC, and, as a result of such conduct, intentionally caused damage without authorization to
protected computers at PayPal, and caused loss to 1 or more persons during a 1-year period from
the defendant’s course of conduct affecting protected computers aggregating at least $5,000 in |
value. |

All in violation of Title 18, United States Code, Sections 1030(a)(5)(A), (c)(H (A1),
OB, & 2. |

COUNT THREE: (18 U.S.C. §§ 1030(a)(5)(A), ()X A)YHD), ©)(4)B)1) & (2') -
Intentional Damage to a Protected Computer, Aiding and Abetting)

11.  The factual allegations contained in Paragraphs 1 through 7 are realleged

INDICTMENT ‘ 4
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and incorporated herein by reference as if set forth in full.

On or about between December 6, 2010 and December 10, 2010, in the Northern
District of California and elsewhere, the defendant,

CHRISTOPHER WAYNE COOPER,
aka “Anthrophobic,”

knowingly caused the transmission of a program, information, code, and command, that is,
LOIC, and, as a result of such conduct, intentionally caused damage without authorization to
protected computers at PayPal, and caused loss to 1 or more persons during a 1-year period from
the defendant’s course of conduct affecting protected compﬁters aggregating at least $5,000 in
value.

All in violation of Title 18, United States Code, Sections 1030(2)(5)(A), (c)(4)A)()D),

(HA(B)(D), & 2.

COUNT FOUR: (18 U.S.C. §§ 1030(a)(5)(A), (YNH(AYEXD), (X4H)(BX1) & (2) -
Intentional Damage to a Protected Computer, Aiding and Abetting)

12.  The factual allegations contained in Paragraphs 1 through 7 are realleged
and incorporated herein by reference as if set forth in full.
On or about between December 6, 2010 and December 10, 2010 , in the Northern

District of California and elsewhere, the defendant,

JOSHUA JOHN COVELLI,

aka “Absolem, and, “Toxic,”
knowingly caused the transmission of a program, information, code, and command, that is,
LOIC, and, as a result of such conduct, intentionally caused damage without authorization to
protected computers at PayPal, and caused loss to 1 or more persons during a 1-year period from
the defendant’s course of conduct affecting protected computers aggregating at least $5,000 in
value. | |

All in violation of Title 18, United States Code, Sections 1030(a)(5)(A), (c)(4)A)EXD),

©@AB)), & 2.
i
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COUNT FIVE: (18 U.S.C. §§ 1030(a)(5)(A), ()(#)(A)EXTD), (c)(4XB)(i) & (2) -
Intentional Damage to a Protected Computer, Aiding and Abetting)
13.  The factual allegations contained in Paragraphs 1 through 7 are realleged

and incorporated herein by reference as if set forth in full.

On or about between December 6, 2010 and December 10, 2010 , in the Northern
District of California and elsewhere, the defendant,

KEITH WILSON DOWNEY,

knowingly caused the transmission of a program, information, code, and command, that is,
LOIC, and, as a result of such conduct, inte.rltioﬁally caused damage without authorization to
protected computers at PayPal, and caused loss to 1 or more persons during a 1-year period from

the defendant’s course of conduct affecting protected computers aggregating at least $5,000 in

value.

All in violation of Title 18, United States Code, Sections 1030(a)(5)(A), (c)(4)(A)XID),
(c)(4XB)(®), & 2.
COUNT SIX: (18 U.S.C. §§ 1030(a)(5)(A), (XA(A)D), (C)(4)(B)(1) & (2)-

Intentional Damage to a Protected Computer, Aiding and Ab ettmg)

14.  The factual allegations contained in Paragraphs 1 through 7 are realleged

and incorporated herein by reference as if set forth in full.

On or about between December 6, 2010 and December 10, 2010 , in the Northern
District of California and elsewhere, the defendant,

MERCEDES RENEE HAEFER,
aka “No,” and “MMMM,”

knowingly caused the transmission of a program, information, code, and command, that is,
LOIC, and, as a result of such conduct, intentionally caused damage without authorization to
protected computers at PayPal, and caused loss to 1 or more persons during a 1-year period from
the defendant’s course of conduct affecting protected computers aggregating at least $5,000 in
value. -

_ All in violation of Title 18, United States Code, Sections 1030(@)(5)(A), (©)#)A)D),

INDICTMENT 6




o TN ¥ D - N T I 5 B

\o @ -~

10
11
12
13
14
15
16
17
18
19
20
21
22
23

24

25

26

27

28

Case5:11-cr-00471-JF Document1 Filed07/13/11 Page8 of 26

©@B)), & 2.

COUNT SEVEN: (18 U.S.C. §8§ 1030(@)(5)(A), (XD (A)YDD), (XHB){) & (2) -
Intentional Damage to a Protected Computer, Aiding and Abetting)

15.  The factual allegations contained in Paragraphs 1 through 7 are realleged

and incorporated herein by reference as if set forth in full.

On or about between December 6, 2010 and December 10, 2.010 , in the Northern
District of California and elsewhere, the defendﬁnt,

DONALD HUSBAND,
aka “Ananon,”
knowingly caused the transmission of a program, information, code, and command, that is,
LOIC, and, as a result of such conduct, intentionally caused damage without authorization to
protected computers at PayPal, and caused loss to 1 or more persons during a 1-year period from
the defendant’s course of conduct affecting protected computers aggregating at least $5,000 in
value.
* All in violation of Title 18, United States Codé, Sections 1030(a)(5)(A), ()(4)A) D)D),
()(@)B)(1), & 2.
COUNT EIGHT: (18 U.S.C. §§ 1030(a)(5)(A), .(c)(4)(A)(i)(I), DB & (2)—
Intentional Damage to a Protected Computer, Aiding and Abetting)
16.  The factual allegations contained in Paragraphs 1 through 7 are realleged

and incorporated herein by reference as if set forth in full.

On or about between December 6, 2010 and December 10, 2010 , in the Northern
District of California and elsewhere, the defendant,

| VINCENT CHARLES KERSHAW,
aka “Trivette,” “Triv,” and “Reaper,”

knowingly caused the transmission of a program, information, code, and command, that is,
LOIC, and, as a reéult of such conduct, intentionally caused damage without authorization to
protected computers at PayPal, and caused loss to 1 or more persons during a 1-year period from

the defendant’s course of conduct affecting protected computers aggregating at least $5,000 in

INDICTMENT 7
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value.

All in violation of Title 18, United States Code, Sections 1030(a)(5)(A), ()((A)G)D,
HB)(D), &2.°
COUNTNINE: - (18 U.S.C. §§ 1030(a)(5)(A), ()@} A)YDD), ()4 BX1D) & (2) -

Intentional Damage to a Protected Computer, Aiding and Abetting)

17. The factual allegations contained in Paragraphs 1 through 7 are realleged

and incorporated herein by reference as if set forth in full.

On or about between December 6, 2010 and December 10, 2010 , in the Northern
District of California and elsewhere, the defendant, |

ETHAN MILES,

knowingly caused the transmission of a program, information, code, and command, that is,
LOIC, and, as a result of such conduct, intentionally caused damage without authorization to
protected computers at PayPal, and caused loss to 1 or more persons during a 1-year period from
the defendant’s course of conduct affecting protected computers aggregating at least $5,000 in
value.

All in violation of Title 18, United States Code, Sections 1030(a)(5)(A), (c)(4)}A)D)D),
(e)(4XB)(), & 2.
COUNT TEN: (18 U.S.C. §§ 1030(a)(5)(A), ©)X(H(A)DD), (©)(H(B)1) & (2)—

Intentional Damage to a Protected Computer, Aiding and Abetting)
18.  The factual allegations contained in Paragraphs 1 through 7 are realleged
and incorporated herein by reference as if set forth in full. |
On or about between December 6, 2010 and December 10, 2010 , in the Northern .
District of California and elsewhere, the defendant,
JAMES C. MURPHY,

knowingly caused the transmission of a program, information, code, and command, that is,
LOIC, énd, as a result .of such conduct, intentionally caused damage without authorization to
protected computers at PayPal, and caused loss to 1 or more persons during a 1-year period from

the defendant’s course of conduct affecting protected computers aggregating at least $5,000 in

INDICTMENT 8
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value.

All in violation of Title 18, United States Code, Sections 1030(2)(5)(A), ()X A)H)(),
(©)(@)(B)D), & 2.

COUNT ELEVEN: (18 U.S.C. §§ 1030(a)(5)(A), (©)@)NAXDD), ()(4)B)(D) & (2) -

Intentional Damage to a Protected Computer, Aiding and Abetting)

19.  The factual allegations contained in Paragraphs 1 through 7 are realleged

and incorporated herein by reference as if set forth in full. _

On or about between December 6, 2010 and December 10, 2010 , in the Northern
District of California and elsewhere, the defendant,

DREW ALAN PHILLIPS,
aka “Drew010,”

knowingly caused the transmission of a program, information, code, and command, that is,
LOIC, and, as a result of such conduct, intentionally caused damage without authorization to
protected computers at PayPal, and caused loss to 1 or more persons during a 1-year period from
the defendant’s course of conduct affecting protected computers aggregating at least $5,000 in
value. | |

All in violation of Title 18, United States Code, Sections 1030(a)(5)(A), ()4 A)G)D),

DB, & 2.

COUNT TWELVE: (18 U.S.C. §§ 1030(a)(3)(A), (c)}4)}A)ADD), (XH(BX1) & (2) -
Intentional Damage to a Protected Computer, Aiding and Abetting)

20.  The factual allegations contained in Paragraphs .1 through 7 are realleged
and incorporated herein by reference as if set forth in full. |
On or about between December 6, 2010 and December 10, 2010, in the Northern
District of California and elsewhere, the defendant,

JEFFREY PUGLISI,
aka “Jeffer,” “Jefferp,” and “Ji,”

knowingly caused the transmission of a program, information, code, and command, that is,

LOIC, and, as a result of such conduct, intentionally caused damage without authorization to

INDICTMENT - 9




o U ke W N

w

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27

28

Case5:11-cr-00471-JF Document1 Filed07/13/11 Page11 of 26

protected computers at PayPal, and caused loss to 1 or more persons during a 1-year period from
the defeﬁdant’s course of conduct affecting protected computers aggregating at least $5,000 in
value.

All in violation of Title 18, United States Code, Sections 1030(a)(5)(A), (c)(4)XA)(DD),
()()(B)1), & 2.

COUNT THIRTEEN: (18 U.S.C. §§ 1030(2)(5)(A), ()(H(AYDD), ©)(H(B)1) & (2) -
Intentional Damage to a Protected Computer, Aiding and Abetting)

21.  The factual allegations contained in Paragraphs 1 through 7 are realleged
and incorporated herein by reference as if set forth in full.
On or about between December 6, 2010 and December 10, 2010 , in the Northern
District of California and elsewhere, the defendant,
- DANIEL SULLIVAN,

knowingly caused the transmission of a program, information, code, and command, that is,
LOIC, and, as a result of such conduct, intentionally caused damage without authorization to
protected computers at PayPal, and caused loss to 1 or more persons during a 1-year period from
the defendant’s course of conduct affecting protected computers aggregating at least $5,000 in
value.

All in violation of Title 18, United States Code, Sections 1030(a)}(5)(A), ()}(4)(A)A) (D),
(©)HBYD), & 2.

COUNT FOURTEEN: (18 U.S.C. §§ 1030(2)(5)(A), ()(4)(AYDD), ()4)(BX(1) & (2) -
Intentional Damage to a Protected Computer, Aiding and Abetting)

22.  The factual allegations contained in Paragraphs 1 through 7 are realleged
and incorporated herein by reference as if set forth in full.
On or about between December 6, 2010 and December 10, 2010 , in the Northemn
District of California and elsewhere, the defendant
TRACY ANN VALENZUELA,
knowingly caused the transmission of a program, information, code, and command, that is,
LOIC, and, as a result of such conduct, intentionally caused damage without authorization to

protected computers at PayPal, and caused loss to 1 or more persons during a 1-year period from

INDICTMENT 10
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the defendant’s course of conduct affecting protected computers aggregating at least $5,000 in

value.

All in violation of Title 18, United States Code, Sections 1030(2)(5)(A), (e)(#)(A)G)(D),

()H(B)(), & 2.

COUNT FIFTEEN; (18 U.S.C. §§ 1030(a)(5)A), ©)HAYDD), ©X(HBXD) & (2) -
Intentional Damage to a Protected Computer, Aiding and Abetting)

23.  The factual allegations contained in Paragraphs 1 through 7 are realleged

and incorporated herein by reference as if set forth in full.

On or about between December 6, 2010 and December 10, 2010 , in the Northemn
District of California and elsewhere, the defendant

CHRISTOPHER QUANG VO,

knowingly caused the transmission of a program, information, code, and command, that is,
LOIC, and, as a result of such conduct, intentionally caused damage without authorization to
protected computers at PayPal, and caused loss to 1 or more persons during a 1-year period from
the defendant’s course of conduct affecting protectéd computers aggregating at least $5,000 in
value.

All in violation of Title 18, United States Code, Sections 1030(a)(5)(A), (©)()(AXI)XD,
(eXH(B)(E), & 2.

Chief, CHIP Unit

{Approved as to form:

INDICTMENT 11
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Name of Complaintant Agency, or Person (& Title, if any) 1) (X] If not detained give datepany pgor :

Special Agent Melanie Adams, FEl summons was served on above charges ’

] person is awaiting trial in another Federal or State Court, 2) [:| is a Fugitive
give name of court

3) [_] !s on Bail or Release from (show District)

this person/proceeding is transferred from another district

D per {circle one} FRCrp 20, 21, or 40. Show District
- IS IN CUSTODY

4} [] On this charge

this is a reprosecution of

charges previously dismissed 5) On another conviction
[l which were dismissed on motion SHOW N Federal [ ] State
of DOCKET NO.
6) [ ] Awaiting trial on other charges
[] US.ATTORNEY [ ] DEFENSE i o
If answer to (6} is "Yes", show name of institution
this prosecution relates to a et
[} pending case involving this same Has detainer [_] Y& lfiv:%sate
‘defendant MAGISTRATE been filed? [ 3
] No filed
CASE NO.
prior proceedings or appearance(s) DATE OF ’ Month/Day/Year
before U.S. Magisfrate regarding this ARREST
defendant were recorded under Or... if Arresting Agency & Warrant were not
Name and Office of Person DATE TRANSFERRED Month/Day/Year
Furnishing Information on this form MELINDA HAAG TO U.8. CUSTODY
[x] U.S. Attorney [] Other U.S. Agency '
Name of Assistant J.S. ' [[] This report amends AO 257 previously submitted

Attorney (if assigned) Matthew A. Parrella
ADDITIONAL INFORMATION OR COMMENTS

PROCESS:
[7] SUMMONS . [] NO PROCESS* WARRANT Bail Amount. None
If Summons, complete following:
D Arraignment D Initial Appearance * Where defendant previously apprehended on complaint, no new summons or

warrant needed, since Magistrate has scheduled arraignment
Defendant Address:

Date/Time: Before Judge:

Comments: - _ A 2
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URT

DEFENDANT INFORMATION RELATIVETOAC

RIMINAL ACTION - IN U.S. DISTRICT COURT

av: (] COMPLAINT L1 INFORMATION INDICTMENT
[ ] SUPERSEDING

OFFENSE CHARGED
Count 1: 18 U.5.C. §8 1030(b), {)(4) (A)i1} - Conspiracy; [l petty
Counts: 2-14: 18 U.S.C. §5 1030(z)(5)(A), (X A)(), [] Minor
{A)(B); (i) - Intentional Damage to A Protected Computer. '
Misde-
D meanor
Felony

Name of Distrigt_,_,C U, .and{er—dﬁdgefMa istrate Locafion
NORTF%RNED%LF@E@EQ&UFORMA
{ SAN JOSE Q_EYIS._!‘OI\,I“_
RN RS

?
£

— DEFENDANT - U.S

RN

TG

{ AETRI¥ [
JOSHUA JO'HN@EL\VE,M‘EL akaAbsplaijand, "Toxic,”

JF

AEREEHY
Ll
DEFENDANT

A

DISTRIGT COURT'NUMBER

Name of Complaintant Agency, or Person (& Title, if any)

Special Agent Melanie Adams, FBI

person is awaiting trial in another Federal or State Court,
give name of court

]

this person/proceeding is transferred from another district
per (circle one} FRCrp 20, 21, or 40. Show District

O

this is a reprosecution of
charges previously dismissed

D which were dismissed on motion SHOW
of DOCKET NO.
[] U.S.ATTORNEY [ ] DEFENSE } '
this prosecution relates to a
pending case involving this same
defendant MAGISTRATE
CASE NO.

prior proceedings or appearance(s)
before U.S. Magistrate regarding this
defendant were recorded under

\

Name and Office of Person

Furnishing Information on this form MELINDA HAAG

EU.S.'Attorney [] Other U.S. Agency

Name of Assistant U.S.

Attorney (if assigned) Matthew A. Parrella

PROCESS:
[] SUMMONS [T] NO PROCESS* [X] WARRANT

If Summons, complete following:
[ Arraignment [] initial Appearance

Defendant Address:

Comments:

PENALTY: Count 1:5 years imprisonment; $250,000 fi
Counts 2-14: 10 years imprisonmeniggac R 1 i é} 0 4 : 1
$250,000 fine each count, .
‘
PROCEEDING IS NOT IN CUSTODY

Has not been arrested, pending outcome this proceeding.
1) [X] If not detained give date any prior

summons was served on above charges
2) [] s a Fugitive

3) [] s on Bail or Release from {show District)

IS IN CUSTODY
4} [] On this charge

5) [[] On another conviction

} Federal [ ] State

8) [[] Awaiting trial on other charges
if answer to (8) is "Yeg”, show name of institution

Has detainer ] Y& u Ye;s
been filed? give date
“ [ Ne filed
DATE OF . Month/Day/Year
ARREST
Or... if Arresting Agency & Warrant were not
DATE TRANSFERRED Month/Day/Year

TO U.8. CUSTODY

ADDITIONAL INFORMATION OR COMMENTS

Bail Amount: None

* Where defendant previously apprehended on complaint, no new summons or
warrant needed, since Magistrate has scheduled arraignment

Date/Time:;

[] This report amends AQ 257 previously submitted

Before Judge: A )




Case5:11-cr-00471-JF

AO 257 (Rev. 6/78)

DEFENDANT INFORMATION RELATIVE TO A CRIMINAL ACTION - IN U.S. DISTRICT COURT

' BY [] compLaINT (1 inFormaTION  X] INDICTMENT |$trg:t Cougrtand ge/Magistrate Location
NGO
OFFENSE GHARGED [] SUPERSEDING GRTHERN. BISTHIGT.OF CALIFORNIA
W e SAN JOSE | DIVISION
Count 1: 18 U.S.C. §§ 1030(b), (c)aHANi)() - Conspiracy; [] Petty T35
Counts: 2-14: 18 U.5.C. §5 1030(2)(5)}A), (C)(4(A)D), [] Minor — DEFENDANT - U.8
{))B); () - Intentional Damage to A Protected Computer, D Misde- hz{\ {ﬁr\ *’1’ li"”{:QNG
- @\ 3 - meanor ’ KE!TH(MBON‘DO TN
E '.j ‘ f 3 . ! ‘u
; Fel ; oy
o slony 'DiSTRIGT COURT NUMEER J %
PENALTY: Count 1:5 years imprisonment; $250,00 L Bk
Counts 2-14: 10 years |mpr|sonmenteac@nR ]_ 1 @ 0 2
$250,000 fine each count. .
on
_ DEFENDANT 3D { =
PROCEEDING 1 IS NOT IN CUSTODY
. - Has not been arrested, pending outcome this proceeding.
Name of Complaintant Agency, or Person (& Title, if any) 1) If not detained give date any pﬁor P g
Special Agent Melanie Adams, FBI summons was served on above charges ’
0] person is awaiting trial in another Federal or State Court, 2) [ Is a Fugitive
give name of court
3) [] Is on Bail or Release from (show District)
this person/proceeding is transferred from another district
U per (circle one) FRCrp 20, 21, or 40. Show District
IS IN CUSTODY
4) [] On this charge
this is a reprosecution of
charges previously dismissed 5) On another conviction
[ which were dismissed on motion SHOW O } Federal [ | State
of DOCKET NO. :
8) [] Awaiting trial on other charges
U.S. ATTORNEY DEFENSE
L [ie If answer to (6} is "Yes", show name of institution
this prosecution relates to a el
pending case involving this same Has detainer [] Yes } giv:%sate
defendant MAGISTRATE been filed? D No fled
CASE NO.
prior proceedings or appearance(s) DATE OF . Month/Day/Year
before U.S. Magistrate regarding this ARREST
defendant were recorded under Or... if Arresting Agency & Warrant were not
Name and Office of Person DATE TRANSFERRED Month/Day/fear
MELINDA HAAG TO U.S. CUSTODY

Furnishing Information on this form
[x]U.S. Attorney [] Other U.S. Agency

Name of Assistant UJ.S.
Matthew A. Parrella

[] This report amends AO 257 previously submitted

Attorney (if assigned)

PROCESS:
[] SUMMONS  [] NO PROCESS" [x] WARRANT

If Summons, complete following:
[} Arraignment [] Initial Appearance

Defendant Address:

Comments:

ADDITIONAL INFORMATION OR COMMENTS

Bail AlT'lOl._Jnt: None

* Where defendant previously apprehended on complaint, no new summons or

Date/Time: Before Judge:

warrant needed, since Magistrate has scheduled arraignment




AQ 257 (Rev. 6/78)

DEFENDANT INFORMATION RELATIVE TO A CRIMINAL ACTION - IN U.S. DIS

gv: (] compLAINT EI INFORMATION  [X] INDICTMENT oG amlor Judgetagistate Locatr
OFFENSE CHARGED [ suPERSEDING NOR RN-D CT OF CALIFORNIA
an N JOSE DIVISION
Count 1:18 U.5.C. §§ 1030{b), (<)) (A)G(N ~Conspiracy; [] Petty 0L L3 fsp‘\ 2 35
Counts: 2-14: 18 U.5.C. §§ 1030(@)(5)(A), (HAXA), [] Miror ~ DEFENDANT - U.S
{)(4}(BY; {i) - Intentional Damage to A Protected Computer, Mi Jb sy i “a,{r/m
E:l isde- % N p R LI
meanor P e c nbESa,RENE H}Xﬁﬁﬁﬂ aka “No,” and “mmmm,”
Fe! " Ls
sy DISTRICT COURT NUMBER
PENALTY: Count 1:5 years imprisonment; $250,000 fine. : ] F
Counts 2-14: 10 years imprisonment each CR 1 1 G 0 4: 2 I Qj B
$250,000 fine each count. — L
. — DEFENDANT bﬂ,
— PROCEEDING iS NOT IN CUSTODY
) o Has not been arrested, pending outcome this proceeding.
Name of Complaintant Agency, or Person (& Title, if any) 1) If not detained give date any prior e
Special Agent Melanie Adams, FBI summons was served on ahove charges ’
O] person is awaiting trial in another Federal or State Court, 2) [] s a Fugitive

give name of court

3) [] Is on Bail or Release from {show District)

D this persan/proceeding is transferred from another district

per (circle one) FRCrp 20, 21, or 40. Show District
IS IN CUSTODY

4) [} Onthis charge

this is a reprosecution of

charges previously dismissed . 5) On another conviction
] which were dismissed on motion SHOW L] } Federal [_]| State

of: DOCKET NO.

' 8) [] Awaiting trial on other charges :
D U.S. ATTORNEY |:| DEFENSE . . - e
If answer to (6} is "Yes", show name of institution
this prosecution relates to a N et
[[] pending case involving this same : Has detainer [_] Y©S giv:edsate
defendant MAGISTRATE been filed? ) No filed
CASE NO. Month/DaviY

prior proceedings or appearance(s) DATE OF ’ onth/Day/Year

before U.S. Magistrate regarding this ARREST
L defendant were recorded under Or... if Arresting Agency & Warrant were not
Name and Office of Person DATE TRANSFERRED Month/Day/Year
Furnishing Information on this form MELINDA HAAG TO U.8. CUSTODY

[x]U.S. Attorney [] Other U.S. Agency
Name of Assistant U.S. ’ [:] This report amends AO 257 previcusly submitted
Attorney (if assigned) Matthew A, Parrella
p— ADDITIONAL INFORMATION OR COMMENTS
PROCESS:

[] SUMMONS [] NO PROCESS® WARRANT Bail Amount: None

_ If Summons, complete following:
[] Arraignment D Initial Appearance * Where defendant previously apprehended on complaint, no hew summons or

warrant needed, since Magistrate has scheduled arraignment

Date/Time: Before Judge: \P 6/

Defendant Address:

Comments:
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AD 257 (Rev. 6/78)

DEFENDANT INFORMATION RELATIVE TO A CRIMINAL ACTION - IN U.S. DISTRICT COURT '

. Y i
BY: D COMPLAINT D INFORMATION INDICTMENT é; ime of District Court, and/or Judge/Magistrate Location
DISTRICT OF CALIFORNIA
OFFENSE CHARGED L supersepinG | -
& N/ N JOSE DIVISION
Count 1: 18 U.5.C. §5 1030(b), (c}{a){A)B() - Conspiracy; |:| Petiy 2 -
Counts: 2-14: 18 U.5.C. §§ 1030(a){S)(A), ()ANAND(), (] Minor Jin DEFENDANT . S
{)4)(BY; (i} - Intentional Damage to A Protected Computer. Misde C A -,Cf? ~ Y
2 Sy g e':‘
[T meanor | 7 ’* /H{;JSBAND aka “Ananon,”
Fel r’
o : oy DISTR[CT Blw
PENALTY: Count 1:5 years imprisonment; $250,000 fine, C R 1 ]
Counts 2-14: 10 years imprisanment each count; 2
$250,000 fine each count,
, DEFENDANT
PROCEEDING IS NOTIN CUSTODY
. o Has not been arrested, pendmg outcome this proceeding.
Name of Complaintant Agency, or Person {& Title, if any) 1) . [X] If not detained give date any prior
b harges
Special Agent Melanie Adams, FBI summons was served on above charg
person is awaiting trial in another Federal or State Court, 2) [:| Is a Fugitive

H give name of court
3) [:] Is on Bail or Release from (show District)

this person/proceeding is transferred from another district

l per (circle one) FRCrp 20, 21, or 40, Show District
: IS IN CUSTODY

4) [] On this charge

this is a reprosecution of

charges previously dismissed
D which were dismissed on motion SHOW

of: } DOCKET NO.

5) [] On another conviction

} Federal [] State

6) [ ] Awaiting trial on other charges

U.S. ATTORNEY DEFENSE .
[ 0 If answer to (8} is "Yes", show name of institution

this prosecution relates to a If "Yes"

pending case involving this same Has detainer [] Yes } give date

defendant MAGISTRATE been filed? [] No fled

CASE NO.

prior proceedings or appearance(s) DATE OF ’ Month/Day/Year

before U.8. Magistrate regarding this ARREST

defendant were recorded under Or... if Arresting Agency & Warrant were not
'Name and Office of Person DATE TRANSFERRED . Month/Day/Year
Furnishing Information on this form MELINDA HAAG TO U.S. CUSTODY

'~ [XU.S. Attorney [] Other U.S. Agency
Name of Assistaﬁt u.s. D This report amends AQ 257 previously submitted
Attorney (if assigned) Matthew A. Parrella .
ADDITIONAL INFORMATION OR COMMENTS -
PROCESS: ‘

[] SUMMONS [} NO PROCESS* WARRANT Bail Amount: None

If Summons, complete following: )
D Arraignment [] Initial Appearance * Where defendant previously apprehended on complaint, no new summons or

warranf needed, since Magistrate has scheduled arraignment
Defendant Address: : ﬁ

Date/Time: Before Judge:

Comments:
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AO 257 (Rev. 6/78)

DEFENDANT INFORMATION RELATIVE TO A CRIMINAL ACTION - IN U.S. DISTRICT COURT

© BY: |___| COMPLAINT D INFORMATION . INDICTMENT .. Name of District Court, andlo__ udgq!mn
OFFENSE CHARGED [] suPERSEDING ] NORTHERN DISTRIGT O
Count 1: 18 US.C. §5 1030(b), ({4 AN - Conspiracy; Petty SAN J“QSE Di;ﬂ‘Sjl&N 3D 2 50
Counts: 2-14; 18 U.5.C. §§ 1030(a)(S}(A), (QH4)(A)AIN), Minor — DEFENDANT - U.S

(c)(4){B); (i} - Intentional Darnage to A Protected Computer, Misde- VINCENT CHARLES KERSHAW, a@ lrl"eﬂ

meanor ”Reaper

O o

Felony

]

DISTRICT COURT NUMBER

»
PENALTY: Count1:5years imprisonment; $250,000 fine. R
Counts 2-14: 10 years imprisonment each count; ' ( j I 1 O 0 4: ; I

$250,000 fine each count. |
L B DEFENDANT
PROCEEDING IS NOT IN CUSTODY . : _
Name of Complaintant Agency, or Person (& Title, if any) ] 1) :}I?;,:' gég?::da;\?:tg:{epzzg'Sgo?_umome this proceeding.

ab h
Special Agent Melanie Adams, FBI summans was served on above charges

person is awaiting trial in another Federal or State Court, 2} [] Is a Fugitive
D give name of court

3) ] !s on Bail or Release from (show District)

this persorvproceeding is transferred from another district

I:I per (circle one) FRCrp 20, 21, or 40. Show District
IS IN CUSTODY

4) [] On this charge

this is a reprosecution of
charges previously dismissed
O which were dismissed on motion Federal [ | State

of DOCKET NO.
} 6} [[] Awaiting trial on other charges

SHOW 5) [] On another convictioh

U.S. ATTORNEY DEFENSE
[ u If answer to (8) is "Yes", show name of institution

this prosecution relates to a 1f"Yes"

pending case involving this same Has detainer L] Yes } giveiisate

defendant MAGISTRATE been filed? ™ No filed

CASE NO.

prior proceedings or appearance(s) DATE OF ’ Month/Day/Year

before U.S. Magistrate regarding this ARREST

defendant were recorded under Or... if Arresting Agency & Warrant were not
Name and Qffice of Person DATE TRANSFERRED Month/Day/Year
Furnishing Information on this form MELINDA HAAG TO U.S. CUSTODY

X1 U.S. Attorney [] Other U.S. Agency .

Name of Assistant U.S. ‘ [:| This report amends AQ 257 previously submitted
Attorney (if assigned) Matthew A. Parrella

— ADDITIONAL INFORMATION OR COMMENTS )
PROCESS: ,

] SUMMONS [ ] NO PROCESS* WARRANT Bail Amount: None

If Summons, complete following:
[] Arraignment [] Initial Appearance * Where defendant previously apprehended on complaint, no new summens or

’ warrant needed, since Magistrate has scheduled arraignment
Defendant Address: B?,

Date/Time: Before Judge:

Comments;




B =

Case5:11-cr-00471-JF Document1 Filed07/13/11 Page20 of 26

AO 257 (Rev. 6/78)

DEFENDANT INFORMATION RELATIVE TO A CRIMINAL ACTION - IN U.S. DISTRICT COURT

sv: [J compLaint (] INFORMATION INDICTMENT Name Ofwﬂfgw é%(, Tye/Maglstrate Location

OFFENSE CHARGED ] suPERSEDING NORTHER CALIFORNIA
‘ 1 SAM, J IVISION
Count 1: 18 U5.C. §6 1030(b), {)AANI)() - Conspiracy; [] Petty \ 1l SpIOSE % 28
Counts: 2-14: 18 U.S.C. §§ 1030(a}(S)A), XAANINI, [] Minor — DEFENDAN "“B §
{){4}(B); (i) - Intentional Damage ta A Protected Computer, . HUAH

Misde-
L] meanor ’ ETHAN%HLE‘S

Felony '
PENALTY: Count 1:5 years imprisonment; $250,000 fine. DiSTRlCTiOUEi_NUMBEI}.\ A' ]—
! y [{ L T L | b % 2 7

Counts 2-14: 10 years imprisonment each count;

$250,000 fine each count.
DEFENDANT
PROCEEDING IS NOT IN CUSTODY
H th d
Name of Complaintant Agency, or Person (& Title, if any) W 1) i ?‘ngeta?:‘: dagr:\?:t:atengg‘Sﬁcﬁumome this proceeding.
summons was served on above charges ’

Special Agent Melanie Adams, FBI

] person is awaiting trial in another Federal or State Court, 2) [] Is a Fugitive
give name of court

3) [[] Is on Bail or Release from (show District)

this person/proceeding is transferred from another district

] per (circle one) FRCrp 20, 21, or 40. Show District
IS IN CUSTODY

4) [] On this charge

this is a reprosecution of

charges previously dismissed
[ which were dismissed on motion SHOW } Federal [] State

of DOCKET NO.
} 6) [7] Awaiting trial on other charges

5) [[].On another conviction

[:| .S, ATTORNEY D DEFENSE o e
if answer to (8) is "Yes", show name of institution

this prosecution relates to a N e
[] pending case involving this same Has detainer []Yes } giv:iisate
defendant MAGISTRATE been filed? [] No fled
CASE NO. b

prior proceedings or appearance(s) DATE OF ’ Month/Day/Year

before U.S. Magistrate regarding this ARREST

defendant were recorded under Or... if Arresting Agency & Warrant were not
Name and Office of Person : DATE TRANSFERRED Month/Day/Year
Furnishing information on this form MELINDA HAAG TO U.S. CUSTODY

[X]U.S. Attorney [] Other U.S. Agency

Name of Assistant U.S. ' |:| This report amends AO 257 previously submitted
Attorney (if assigned) Matthew A. Parrella :

ADDITIONAL INFORMATION OR COMMENTS

PROCESS:
[:| SUMMONS L__[ NO PROCESS* WARRANT Bail Amount. None
If Summons, complete following:

D Arraighment |:| Initial Appearance *\Where defendant previously apprehended on complaint, no new summons
warrant needed, since Magistrate has scheduled arraignment
Defendant Address: %
Date/Time: Before Judge:

Comments:
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DEFENDANT INFORMATION RELATIVE TO A CRIMINAL ACTION - IN U.S. DISTRICT COURT

8Y: [ | comPLAINT [ INFORMATION INDICTMENT

ate Location

Name of D:smmmm dio
NORTHE i

ORNIA
—  OFFENSE CHARGED L] superseDinG w
SAN JOSE DIVISION
Count 1: 18 U.S.C. §5 1030(b), ()4} AXI) - Conspiracy; [] Petty Mot 350
Counts: 2-14: 18 U.5.C. §5 1030(a)}{5){A), () 4)(A)I), |:|7 Minor — DEFENDANT - U.8
{c){4)(8); (i) - Intentional Damage to A Protected Computer. D Misde- R Ci {ﬁﬂ‘) 1
meanar ’ JAMES C. MURF@?! )
" Feldny i
PENALTY: Count 1:5 years imprisonment; $250,000 fine,
Counts 2-14: 10 years imprisonment each count;
$250,000 fine each count.
DEFENDANT
PROCEEDING IS NOTIN CUSTODY

Name of Complaintant Agency, or Person {& Title, if any)

Special Agent Melanie Adams, FBI

n person is awaiting trial in another Federal or State Court,
give name of court

this person/proceeding is transferred from another disfrict
D per {circle one) FRCrp 20, 21, or 40. Show District

this is a reprosecution of
[:] charges previously dismissed

which were dismissed on motion SHOW

of DOCKET NO
D U.8. ATTORNEY El DEFENSE }

this prosecution refates to a
[] pending case involving this same

defendant MAGISTRATE
CASE NO.
prior proceedings or appearance(s} }
before U.S. Magistrate regarding this
defendant were recorded under
Name and Office of Person
Furnishing Information on this form MELINDA HAAG

[x]U.S. Attomey [J Other U.S. Agency

Name of Assistant U.S.

Attorney (if assigned) Matthew A. Parrella

PROCESS:
[] SUMMONS [] NO PROCESS* WARRANT

If Summons, complete following:
[] Arraignment [ | Initial Appearance

Defendant Address.

Comments:

ADDITIONAL INFORMATION OR COMMENTS

Date/Time:

Has not been arrested, pending outcome'thls proceedlng
1) [X] If not detained give date any prior

summons was served on above charges ’
2)[] Is a Fugitive

3) [] Is on Bail or Release from (show District)

1S IN CUSTODY
4) [ ] On this charge

5) [[] On another conviction

} Federal [ | State

6) [[] Awaiting trial on other charges
If answer to (B) is "Yes", show name of institution

Has detainer D Yes lfiv\ézsate
been filed? D No 9

filed

DATE OF ’ Manth/Day/Year

ARREST
Or... if Arresting Agency & Warrant were not

DATE TRANSFERRED Month/Day/Year
TO U.S. CUSTODY

[] This report amends AO 257 previously submitted

Bail Amount: None

* Where defendant previously apprehended on complaint, no new summons or
warrant needed, since Magistrate has scheduled arraignment

N

Before Judge:
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DEFENDANT INFORMATIdN RELATIVE TO A CRIMINAL ACTION - IN U.S. DISTRICT COURT

gy: (] comPLAINT ] INFORMATION INDICTMENT
[_] SUPERSEDING

5 PS ¢
nA71

DEFENDANT

Name of Complaintant Agency, or Person (& Title, if any)

Special Agent Melanie Adams, FBI

person is awaiting trial in another Federal or State Court,
EI give name of court

this person/proceeding is transferred from another district
L_-l per (circle one) FRCrp 20, 21, or 40. Show District

this is a reprosecution of
[] charges previously dismissed

which were dismissed on motion SHOW

of DOCKET NO
|:| U.S. ATTORNEY i:l DEFENSE }

this prosecution relates to a
pending case involving this same

defendant MAGISTRATE
CASE NO.
prior proceedings or appearance(s)
before U.S. Magistrate regarding this
defendant were recorded under
Name and Office of Person
Furnishing Information on this form MELINDA HAAG

[x] U.S. Attorney [] Other U.S. Agency

Name of Assistant U.S.

Attorney (if assigned}- Matthew A. Parrella

- OFFENSE CHARGED
Count 1: 18 U.S.C. §5 1030(b), (c}(4)(AMI){!) - Conspiracy; [] Petty
Counts: 2-14: 18 U.S.C. §5 1030(a)(5)(A), (cHAHANIM), ] Minor
{C)(4}(B); (i) - Intentional Damage te A Protected Computer. .
Misde-
D meanor
Felo - -
o slony DISTRICT COURT NUMBER
PENALTY: Count1:5years imprisonment; $250,000 fine. 1 1
. Counts 2-14: 10 years imprisonment each count; I
$250,000 fine each count.
- PROCEEDING IS NOTIN CUSTODY

Has not been arrested, pending outcome this proceeding.
1) [X] If not detained give date any prior

summons was served on above charges
2) [] Is a Fugitive

)] |___i Is on Bail or Release from (show District)

IS IN CUSTODY
4) [] On this charge

5) [] On another conviction

} Federal [] State

8) [ ] Awaiting trial on other charges

If answer to (6) is "Yes", show name of institution

Has detainer [_] YeS If"Yes
been filed? give date
* [ Ne filed
DATE OF ’ Month/Day/Year
ARREST
Or... if Arresting Agency & Warrant were not
DATE TRANSFERRED "Month/Day/Year

TO U.S. CUSTODY

y#

PROCESS:
[l SUMMONS [ ] NO PROCESS* WARRANT

If Summons, complete following:
{T] Arraignment [] Initial Appearance

" Defendant Address:

Comments:

ADDITIONAL INFORMATION OR COMMENTS

Date/Time:

[} This report amends AO 257 previously submitted

Bail Amount: None

* Where defendant previously apprehended on complaint, no new sumsions or
warrant needed, since Magistrate has scheduled arraignment

Before Judge:

]

DN
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DEFENDANT INFORMATION RELATIVE TO A CRIMINAL ACTION - IN U.S. DISTRICT COURT

ay: L] compLainTt L] INFORMATION INDICTMENT

Name of Complaintant Agency, or Person (& Title, if any)

Special Agent Melanie Adams, FBI

0] person is awaiting trial in another Federat or State Court,
give name of court

this persan/proceeding is transferred from another district
O per (circle one) FRCrp 20, 21, or 40, Show District

this is a reprosecution of
D charges previously dismissed

which were dismissed on motion SHOW

of DOCKET NO.
[[] U.S. ATTORNEY {] DEFENSE }

this prosecution relates to a
pending case involving this same

defendant MAGISTRATE
CASE NO.
prior praceedings or appearance(s)
before U.S. Magistrate regarding this
defendant were recorded under
L
Name and Office of Person
Furnishing Information on this form MELINDA HAAG

[x] U.S. Attorney [] Other U.S. Agency

Name of Assistant U.S.

Attorney (if assigned} Matthew A, Parrella

PROCESS:
[] SUMMONS [] NO PROCESS* WARRANT

If Summons, complete following:
[ ] Arraignment [] Initial Appearance

Defendant Address:

Comments:

ADDITIONAL INFORMATION OR COMMENTS

Date/Time:

Name of District Cdurt~andfor Judge/Magistrate Location.
OFFENSE CHARGED [] SUPERSEDING NORTHERN DIS CTB;_\CQS:ORNIA
ZWSAN JOSE Q
Count 1: 18 U.5.C. §§ 1030(b), (c)(#){ANi}(1) - Conspiracy; Petty sLd7 f27
D ) “jé'l / ? R
Counts: 2-14: 18 U.S.C. §§ 1030()5HA), (XA, [] Minor — DEFENDANT - U.S 73
(cH{4)(B); {i) - Intentional Damage to A Protected Computer. . . /?«Z’ in 3
D Misde- Czlg{‘}';, vl ,-f:',g_r,-’\ 5
meanor ’ JEFFREY PUGE/SI/4 « "Jefferp,”and “Ji,”
T i1 6’ =
Felony R g 1_%%
PENALTY: Count 1:5 years impriscnment; $250,000 fine. DISTRICT COURT NUM’ s ~0£’;?f Vet L
Counts 2-14: 10 years imprisonment each count; m
$250,000 fine each count. F
®J -
DEFENDANT
— PROCEEDING IS NOTIN CUSTODY

Has not been arrested, pending outcome this proceeding.
1} If not detained give date any prior -

summons was served on above charges
2) [[] !s a Fugitive

3) [] s on Bail or Release from (show District)

1S IN CUSTODY
4) [] Onthis charge

5) [] On another conviction

} Federal [ ] State

6) [ ] Awaiting trial on other charges
If answer to {8) is "Yes", show name of instifution

If"Yes"
} give date

Has detainer L] Y&$

been filed? [ No fled
DATE OF ’ MontthayNear
ARREST

Or... if Arresting Agency & Warrant were not

DATE TRANSFERRED Month/Day/Year
" TO U.8. CUSTODY

[] This report amends AD 257 previously submitted

Bail Amount: None

* Where defendant previausly apprehended on complaint, no new summons or
warrant needed, since Magistrate has scheduled arraignment

A\

Before Judge:
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DEFENDANT INFORMATION RELATIVE TO A CRIMINAL ACTION - IN U.S. DISTRICT COURT J

BY: D COMPLAINT D INFORMATION . INDICTMENT Na."—mf I%isérict Chuﬂ,_a diordudge/Magistrate Location
OFFENSE CHARGED [] SUPERSEDING ORTHERN'DISTRIET OF CALIFORNIA
am HH AN-O ISION
Count 1: 18 U.5.C. §§ 1030(b), {cl4)}{A)i){(]) - Conspiracy; D Petty “‘;59 Eﬂ!_ ! § l\!j S;J'E %\g
Counts: 2-14: 18 U.S.C. §§ 1030() (S)A), () @XAXN(), ] Minor
(C)(4)(B); {i) - Intentional Damage to A Protected Computer. .
Misde-
D meanor
Felony DISTRICT COURT NUME:ER J
PENALTY: Count 1:5 years imprisonment; $250,000 fine,
Counts 2-14: 10 years imprisonment each count; CR 1 1 @ O 4: z 1
$250,000 fine each count.
DEFENDANT
PROCEEDING IS NOTIN CUSTODY

Name of Complaintant Agency, or Person (& Title, if any)

Special Agent Melanie Adams, FBI

person is awaiting trial in another Federal or State Court,
give name of court

[l

this person/praceeding is transferred from another district
per {circle one) FRCrp 20, 21, or 40. Show District

O

this is a reprosecution of
charges previously dismissed

D which were dismissed on motion SHOW
of DOCKET NO.
|__—| U.S. ATTORNEY |:] DEFENSE }
this prosecution relates to a
[} pending case involving this same
defendant MAGISTRATE
CASE NO.

prior proceedings or appearance(s)
before U.S. Magistrate regarding this
defendant were recorded under

4).
5)

6)

Name and Office of Person
Furnishing Information on this form MELINDA HAAG

[x]U.S. Attorney [] Other U.S. Agency

Name of Assistant U.S.

Attorney (if assigned) Matthew A. Parrella

1) [X] If not detained give date any prior

2) [] s a Fugitive

3) [] s on Bail or Release from {show District)

Has detainer [ Y®S If "Yes

been filed? give date
: “ I No filed

DATE OF ' Month/Day/Year

ARREST

Or... if Arresting Agency & Warrant were not

Has not been arrested, pending outcome this proceeding.

| S

summons was served on above charges

IS IN CUSTODY
[] On this charge

[] ©On another conviction

} Federal [ ] State

[] Awaiting trial on other charges
If answer to (6) is "Yes", show name of institution

DATE TRANSFERRED Month/Day/Year

TO U.S. CUSTODY

PROCESS:
[] SUMMONS [ ] NO PROCESS® [X] WARRANT

If Summons, complete following:
[] Arraignment [] Initial Appearance

Defendant Address:

Comments:

ADDITIONAL INFORMATICN OR COMMENTS

Bail Amount; None

* \Where defendant previously apprehended on compiainf, no new summons or
warrant needed, since Magistrate has scheduled arraignment

Date/Time:

[] This report amends AQ 257 previously submitted

Before Judge: b\l




Case5:11-cr-00471-JF Docu
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ment1 Filed07/13/11 Page25 of 26

DEFENDANT INFORMATION RELATIVE TO

A CRIMINAL ACTION - INALS. DISTRICT COURT

ﬁ‘ T
BY: D COMPLAINT D INFORMATION IND|CTM_ENT Name of Disirict Court, andfof dgelMEgis,trate Location
OFFENSE CHARGED [] suPERSEDING NORTHERI\L,EﬂSTRICT 0
e IPISION
Count 1: 18 U.S.C. §§ 1030(b), {ANAND() - Conspiracy; {7 Petty -
i
Counts: 2-14: 18 U.5.C. §§ 1030(a)(3)1A}, ({4}AIXD, (] Minor — DEFENDANT Lgéf /2
(Q){4)B); (i) - Intentional Damage to A Protected Computer. . LTALE:
D Misde-
meanar ’ TRACY ANN VALENZUELA‘
Fel .
. reeny DISTRICT COURT NUMBER
PENALTY: Count 1:5 years impriscnment; $250,000 fine,
Counts 2-14: 10 years imprisonment each count; [} O 4 1
$250,000 fine each count.
DEFENDANT W
PROCEEDING IS NOTIN CUSTODY

Name of Complainiant Agency, or Parson (& Title, if any)

Special Agent Melanie Adams, FEI

person is awaiting trial in another Federal or State Court,
D give name of court

this person/proceeding is transferred from another district
D per {circle one) FRCrp 20, 21, or 40. Show District

this is a reprosecution of
charges previously dismissed
[ which were dismissed on motion SHOW

of DOCKET NO.
{] U.S.ATTORNEY [T DEFENSE }

this prosecution relates to a
[] pending case involving this same
defendant MAGISTRATE

CASE NO
prior praceedings or appearance(s)
before U.S. Magistrate regarding this
defendant were recorded under

{

Has not been arrested, pending outcome this proceeding.
1) If not detained give date any prior

summons was served on above charges
2) [] s a Fugitive

3) [] Is on Bail or Release from (show District)

IS IN CUSTODY
4} [] On this charge

5) [ ] On another conviction

} Federal [ | State

6) [[] Awaiting trial on other charges
If answer to {6) is "Yes", show name of institution

Has detainer [] YeS } If "ves

give date
o
been filed? [] No filed

DATE OF ’ Month/Day/Year
ARREST

Or... if Arresting Agency & Warrant were not

Name and Office of Person :
- Furnishing Information on this form MELINDA HAAG

DATE TRANSFERRED Month/Day/Year
TO U.S. CUSTODY

[xjU.S. Attorney [] Other U.S. Agency

Name of Assistant U.S.
Attorney (if assigned) Matthew A, Parrella

|__"] This report amends AQ 257 previously submitted

PROCESS:
[] SUMMONS [] NO PROCESS* WARRANT

if Summons, complete following:
[[] Arraignment [] Initial Appearance

Defendant Address:

Comments:

ADDITIONAL INFORMATION OR COMMENTS

Bail Amount. None

* Where defendant previously apprehended on complaint, no new summons or

warrant needed, since Magistrate has scheduled arraignment \3

Date/Time: Before Judge:
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DEFENDANT INFORMATION RELATIVE TO A CRIMINAL ACTION - IN U.S. DISTRICT COURT

By: L1 compLAINT ] INFORMATION INDICTMENT

Name of District Court, and/or Judge/Magistrate Location

Name of Complaintant Agency, or Person (& Title, if any)

Special Agent Melanie Adams, FBI

person is awaiting frial in another Federal or State Court,
give name of court

£

this person/proceeding is fransferred from another district
per {circle one) FRCrp 20, 21, or 40. Show District

[

this is a reprosecution of
charges previously dismissed

- which were dismissed on motion SHOW
of DOCKET NO.
D U.S. ATTORNEY |:| DEFENSE }
this prosecution refates to a
[ ] pending case involving this same
defendant MAGISTRATE
CASE NO.
prior proceedings or appearance(s)
|:| before U.S. Magistrate regarding this
defendant were recorded under
Name and Office of Person
Furnishing Information on this form MELINDA HAAG

XIU.S. Attorney ] Other U.S. Agency

Name of Assistant U.S.

Attorney (if assigned) Matthew A. Parrella

PROCESS:
[] SUMMONS [ ] NOPROCESS* [X] WARRANT

If Summons, complete following:
[7] Arraignment [[] initial Appearance

Defendant Address:

Date/Time:

Comments:

OFFENSE CHARGED [ suPERSEDING == NORTH ISTRICT OF CALIFORNIA -
: L N JOSE DIVISION
Count 1: 18 U.S.C. §5 1030(b), (cH4)(A)()(} - Conspiracy; [] Petty
Counts: 2-14: 12 U.S.C, §6 1030()}{(SHA), (AN, [ ] Minor 2 pEAENDANTRUS 5
(CH4YB); (i} - Intentional Damage to A Protected Computer. .
. Misde-
] meanor —
Felony \‘:ﬂ % )
PENALTY: Count i:5 yearsimprisonment; $250,000 fine.
Counts 2-14: 10 years imprisonment each count; % X A ki
$250,000 fine each count. . A . .
% o
DEFENDANT
PROCEEDING IS NOT IN CUSTODY

Has not been arrested, pending outcome this proceeding.
1} [X] If not detained give date any prior
summons was served on above charges

2) [ Is a Fugitive

3) {7] Is on Bail or Release from (show District}

IS IN CUSTODY
4} [ ] On this charge

5) [ ] On another conviction

} Federal [ | State
6) [_] Awaiting trial on other charges
If answer to (6) is "Yes", show name of institution

Has detainer [_| YeS lfiv:edsate
been filed? D No gle d
DATE OF ’ Month/Day/Year
ARREST

Or... if Arresting Agency & Warrant weare not

DATE TRANSFERRED Month/Day/Year
TO U.S. CUSTODY

ADDITIONAL INFORMATION OR COMMENTS

Bail Amount; None

* Where defendant previously apprehended on complaint, no new summons or
warrant needed, since Magistrate has scheduled arraignment

] This report amends AQ 257 previously submitted

N

Before Judge:

rad




