
          
      Figures, Factions, Concepts

In describing an environment that quite fundamentally differs from the one familiar to most people, Anonymous necessarily draws upon a number of somewhat esoteric concepts, some of which are described here. Certain key individuals with whom I've interacted over the years, as well as distinct groups into which many of those individuals divide themselves, are also described here to provide the publisher with a better sense of the day-to-day affairs that will make up a large portion of the book.

OPS, GROUPS

Team Themis In late 2010, HBGary Federal joined with the larger software/intelligence contractors Palantir and Berico to provide offensive information operations to corporations and other non-government customers, using the lobbyist law firm Hunton & Thompson to interface with potential clients and assist with certain operations. Under the name Team Themis, the contractors involved were asked to present Bank of America with a proposal detailing a covert campaign against Wikileaks; the U.S. Chamber of Commerce, meanwhile, provided a list of left-wing activist groups for analysis via social networks. Anonymous' release of HBGary e-mails detailing the conspiracy resulted in the dissolution of Themis and the resignation of Aaron Barr from his position as CEO of HBGary Federal – and likewise brought attention to the intelligence contracting industry, a sector that had previously gone largely unnoticed despite playing a fast-expanding role in the lives of individuals across the world.  

Endgame Systems Headed by Chris Rouland, a former criminal hacker who eventually made good as an intelligence contractor, Endgame's report on Anonymous and Wikileaks was provided to Aaron Barr of HBGary during the latter's tenure with Team Themis; the firm also had a relationship with Matthew Steckman, whom Palantir eventually made a scapegoat for its role in that particular scandal. Most intriguingly, the HBGary e-mails show execs telling Barr that they don't want to appear in any press releases or otherwise draw attention to themselves, and that their aversion to scrutiny was due in part to “feedback” from their government clients, which include the NSA. Other e-mails stolen from the contractor Unveillance by Lulzsec show an exec expressing concern about an e-mail he'd received from an Anonymous operative in mid-February; these will be appearing in print for the first time in Anonymous. In July, a reporter with Bloomberg's Businessweek revealed at least a portion of the activities that Endgame hoped to hide from public eyes.

Lulzsec Often described as an “Anonymous splinter-group” for lack of a better term, Lulzsec consists largely of the same few Anons who carried out the HBGary hack. Over the course of an initial 50-day hacking spree, Lulzsec stole over a thousand e-mails from the CEO of intelligence contractor Unveillance; brought down CIA.org for several hours; acquired and leaked data from senate.gov, the Sony Corporation, and the private-public FBI affiliate Infraguard; and infiltrated PBS.org and put up a front-page story to the effect that Tupak Shakur had been found alive and well in New Zealand, among dozens of other things, taunting their victims via Twitter and prompting a perpetual press frenzy along the way. But the tone in which it often expresses itself, coupled with its tendency to hit random targets in addition to those seen as legitimate, prompted controversy within the movement. Personally, I remain friendly with most of Lulzsec, although I don't hear much these days from the ones who have been arrested.

Backtrace Security A small group of former Anonymous participants dedicated to disrupting the movement through doxing, disinformation, and the providing of information to the FBI (although it's unclear as to how much of that info, if any, the agency takes seriously). Shortly after appearing on the scene, Backtrace released a spreadsheet to the media consisting of what was claimed to be dox of Anonymous participants; later they released logs of conversations among key participants which were published by Gawker. These incidents sparked an ongoing conflict in which both sides used a variety of means to monitor, discredit,and harass the other, leading to the release of dox on several security and military intelligence professionals associated with Backtrace's founder, among other incidents. In August 2011, when she showed up to give a talk at the hacking/information security convention DefCon in Las Vegas, I was finally able to confirm what I'd long been asserting to anyone who asked – that the founder was in fact a woman named Jennifer Emick, a former participant in the anti-Scientology protests who bore a personal grudge against me. There, I confronted her on stage about the tactics she and her partners had employed in combating Anonymous.

OpSony In early April of 2011, Sony Corporation's lawsuit against a fellow who had published info on altering the Playstation 3 to run open-source software lead to a series of Anonymous-led DDOS attacks against company assets – followed by at least a dozen hacks against the company by unknown parties. One of these resulted in the theft of customer credit card numbers and other personal data, making it the most significant crime of its sort. Anonymous denied responsibility for that incident even after Sony responded to a Congressional inquiry into its handling of the matter with a claim that a text document found on the server in question was titled “Anonymous” and consisted of the words “We are legion,” one of the group's quasi-slogans. At any rate, Sony's failure to protect customer data from these and other hacks, as well as a nearly month-long failure of its online gaming service, lead to such a critical drop in Sony's stock, both literally and otherwise, that Foreign Policy editor Evgeny Morozov eventually called it “the corporate equivalent of a failed state.”

OpMetalGear When it became clear to us that the media was uninterested in pursuing the intelligence contracting industry further after the Team Themis story died out, OpMetalGear was launched as a means by which to pursue those matters further. During my early involvement in the effort – run in large part by a few people working together on Skype – I would end up working with a rather eccentric fellow named Barry Friedman who, among other things, had served on the board of the major software publishing association that had pursued me along with the FBI back in my software pirating days.

PLAYGROUNDS, LOCATIONS 

AnonOps Founded in mid-2010, the internet relay chat sever irc.anonops.ru eventually came to serve as the de facto center of Anonymous activity. At any given point in January 2011, the several dozen channels into which the server is divided was frequented by skilled hackers, information utopians, North African revolutionaries, journalists, artists, members of Iran's Green Movement, and the sarcastic teenage youth of a dozen countries. The ongoing presence of intelligence contractors seeking valuable info was confirmed with the Aaron Barr incident; that law enforcement was likewise monitoring the proceedings was verified in the immediate aftermath of the July 2011 arrests. The resulting environment defies description. 

2600 An IRC server popular among hackers and information security professionals as well as the foremost digital stomping grounds of th3j35t3r, Backtrace, and others who actively work against Anonymous. The “jester” channel in particular understandably served as the center of anti-Anonymous intrigue and related drama – the juicier bits of which were logged by their opponents.

TRICKS OF THE TRADE

Doxing The discovery and release of information on an individual that is otherwise not readily available on the internet and thus a common tactic on the part of Anon's various freelance detractors, the end goal often being to identify a target that might be of interest to law enforcement by virtue of having committed DDOS or more severe hacking attacks. Luckily for those who are successfully doxed, the evidence-gathering procedures and other constraints of law enforcement are limiting enough that even entirely true personal information on someone who has violated the law rarely leads to an arrest without already having been confirmed by other methods. But doxing is also a major component of the ongoing interpersonal conflicts that occur within Anonymous itself – as I've sometimes explained to those who are surprised to learn that one Anon would dox another, “Half of Anon has doxed the other half.” This is an exaggeration, but serves to remind the listener that Anonymous is not unanimous, and has in fact always existed in a sort of “controlled civil war” as personality conflicts and ideological disagreements prompt fights among members.  

Persona management Among the revelations derived from the HBGary e-mails was the proliferation of software for the purpose of deploying fake online personalities representing non-existent people and controlled by a human operator, with the communications itself being facilitated, translated, and “remembered” by the software itself. HBGary Federal had bid on a 2010 USAF contract for such software; pressed by journalists, CENTCOM admitted that persona management was utilized in conjunction with classified activities abroad. Further evidence uncovered by Anonymous and the press showed that persona management was being developed by at least a dozen intelligence contractors – including some of the same firms that had already been caught providing advanced capabilities to private buyers. In early March of 2011, Operation Metal Gear was created as a means by which to bring further scrutiny to a practice that seemed destined to be turned against the public, if it hadn't already.  

PLAYERS, GAMERS, PERSONALITIES, DICKS

Topiary A young European hacker who first came to prominence with his participation in the HBGary raid, during which he seized control of various social networking accounts held by HBGary Federal executives and used them to broadcast assorted items of crude hilarity. On the occasion of the brief conflict between Anonymous and the Westboro Baptist Church (of “God Hates Fags” fame), Topiary appeared on a live radio show via Skype along with a WBC spokesperson and, in the midst of the debate, announced that the church's website had just been hacked. Later he worked with us in OpMetalGear before taking a month-long “leave of absence.” Upon his return, he served as a key participant and de facto spokesperson for Lulzsec – until finally being arrested at his Shetland Islands home in July 2011, at the age of 18. 

Sabu The most active hacker within Anonymous and the driving force behind Lulzsec - and thus the ongoing target of investigations by law enforcement and other parties. Sabu first came to public attention upon Gawker's publication of the logs provided by Backtrace, which seemed to depict him as holding what amounted to a leadership position within Anonymous. The truth is a bit more nuanced.

Tflow A channel operator at AnonOps who helped to administer operational channels and was otherwise ubiquitous within the movement until his arrest in mid-July, when many outside the movement were surprised to learn that he was in fact a 16-year-old. Tflow is often claimed to have been a key figure within Lulzsec.

Kayla Immediately after HBGary hack, Kayla was the first of those involved to make her participation known, gloating to the firm's execs that they'd been brought down by a 16-year-old girl; Kayla, after all, was the person to whom Nokia's security director was actually speaking when he apparently received a request from HBGary CEO Greg Hoglund to reset the server password. Backtrace and other sources, including Hoglund himself, believe they know his identity; Backtrace, like usual, has gone so far as to release a name, one which will prove to be wrong.

th3j35t3r A self-proclaimed “hacker for good” with a background in military intelligence and a penchant for expressing himself in the ham-fisted manner of a b-movie action star. Th3j35t3r first came into conflict with Anonymous after attacking Wikileaks' servers with his custom DOS apparatus on the day the organization released 250,000 U.S. diplomatic cables, prompting an ongoing effort to determine his real identity. The national security enthusiast has also claimed to have provided the FBI with information on Anons in the weeks leading up to the January raids. More recently, he's been attempting to dox Sabu – and shot himself in the foot after mistakenly identifying him by name as a Portuguese citizen who merely sold the real Sabu an internet domain years before.

Barry Friedman One of the most colorful figures to have ever graced Anonymous, Friedman is the founder and former head of one of the first representation firms for software creators and remains the CEO of conferencing company. Never shy about noting his ties to both the software industry and the intelligence community, he often describes the two as having long been intertwined in unexpected ways – some of which certainly check out. He also claims to have been a founding member of the Black Panthers who once barely escaped a decade-long prison sentence – one of many biographical notes that has never been confirmed. After media reported on Anonymous' launch of Operation Metal Gear, Friedman contacted Topiary via Twitter and was thereafter brought into a Skype group composed of several Anons who were driving the investigation into persona management and other subjects of inquiry. Friedman effectively took charge for a brief period, but his volatility and often bizarre behavior, coupled with suspicions as to his motives, eventually prompted the dissolution of the group (and preceded the disappearance of Topiary, who had expressed concerns about Friedman's apparent attempts to identify him and others). Friedman remains active under the name OpNoPro, doing God knows what.

Owen Owner of the AnonOps server and one of the 40 U.S. citizens who were raided by the FBI in late January, and someone with whom I've thus had plenty of occasion to communicate. Although Owen eventually refrained from participating in the operations themselves, his ability designated participants as channel operators who could in turn ban others at will continually put him at the center of drama and make him a perpetual target of attacks from a variety of sources. 

Commander X Among the many things Aaron Barr was wrong about was his belief that Commander was secretly the leader of Anonymous. Still, Commander X is nonetheless a noteworthy – if kooky – internet activist in his own right, having personally brought down websites of several dictatorships and the City of Orlando. Commander X also runs a small group called the People's Liberation Front, or PLF – and is rumored to be sought by authorities for a number of activities pre-dating his involvement with Anonymous.

Ryan Cleary Known simply as “Ryan” throughout his stint as a high-level channel operator who helped run the AnonOps server, Cleary considered himself to be among the true “leaders” of Anonymous by virtue of his control of denial of service (DOS) apparatus capable of bringing down websites by itself, as opposed to the DDOS attacks which required mass participation. After being slighted by other channel operators in early May of 2011, Cleary staged a virtual coup, seizing control of AnonOps for a short time, releasing IP addresses which could be used to identify participants, and turning his DOS capabilities against other networks used by Anonymous. Oddly, he justified his actions to the media as an attempt to save Anonymous from a group of individuals who had designated themselves as leaders. A few months later he was arrested by British police and charged with five counts of hacking, a few of which involved attacks carried out by Lulzsec, which nonetheless denied any real connection to him other than his overseeing of an IRC channel used by the group to communicate. Like the two dozen others who have been charged so far in conducting crimes in conjunction with Anonymous, he is still awaiting trial; unlike the rest, he has become a popular subject of the British tabloids. 

